ABSTRACT
Efficient Handling of Network Policy Change in Software
Defined Networking

Being cutting-edge communication network, Software Defined Networking (SDN)
splits control and management planes from data plane, therefore, it helps in simplifying
network manageability as well as programmability. In SDN, network policies change
with the passage of time due to change in application environment, network topology
or user/admin requirements. This is due to that the network applications need to access
data from various application platforms, servers, clouds etc. which may result in
overlapping or conflicting access to network resources due to the implementation of
network policies which results in modifications at the control plane. In existing research

work, the ow rules at data plane (switches) are not modified in case

ntroller due to which packet violations occur. To
ork policies need to be composed in an effective
work policy change, which is quite frequent in

nication networks, it should @e handled in an efficient way. To resolve these
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the conflicting flow rujes are deleted from the flow tables of switches and new flow

network throughput and reduce end-to-end packet delay which improves the network

efficiency.

In this research work, the network policy change is detected and implemented by two
approaches: Matrix-Based Approach, called Efficient Policy Enforcement (EPE) and
Graph-Based Approach, called Graph-Based Policy Enforcement (GPE). In EPE, the
policy change is detected by comparing different matrices based on Destination IP
Address, Switch ID and Forwarding Policy. The matrices are populated as per policy
implementation file which consist of a list of policies to allow/deny communication in
the network. The EPE is not efficient with respect to access time, cost and space. It is
due to that the network policies consist of multiple IP Subnets instead of specific

Destination IP Addresses, and switches may have multiple communication links



between source and destination. Similarly, there are also other factors like Protocols,
Port Numbers and Service Function Chains (Firewalls, Load Balancers) on which
policy can be implemented. Therefore, EPE based policy implementation is not an
efficient solution in case of policy change, especially with growing number of matrices
due to more factors on which policy is implemented. To handle these problems, the
proposed GPE based solution utilizes abstractions to formalize and detect network
policies with the help of multi-attributed graphs. Moreover, in this research work,
intent-based policies are used for the representation and implementation to resolve the
problem of network policy change. In addition, multi-attributed graphs help to reduce

access time, cost and space issues to detect and implement policy change mechanism.

For experimentation and analysis of the proposed solutions, different performance

metrics are Utit osed solutions are simulated in Mininet Emulator and the

rent static and dynamic parameters. The results show
orm better as compared to the existing approaches
nd dynamic parameters. The results based on first
d approach EPE show thatl the Packet Violation Percentage is reduced up to
8%, Successful P, elv agd [ gmere 98p0, i N S
Overhead Ratio is AgéggMng ﬁg]-amrllm
99.8% as compared toexisting approaches [52,58]. These results are calculated by

)

aeddition, the results based on second proposed approach GPE

icy change, frequency of policy change, data rates, and flow

indicate that Policy Change Detection Time is decreased up to 80%, Packet Violation
Percentage is minimized to 82%, Successful Packet Delivery Percentage is increased
up to 12%, Normalized Overhead Ratio is decreased up to 13%, Average End-to-End
Delay reduced up to 23%, Average Verification Time is reduced up to 77% and
Network Throughput is increased up to 14.3% as compared to EPE by varying policy
change frequency, data rates and flow timeout values. The results clearly indicate that

GPE ultimately increases network performance and efficiency.
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1.1 Introduction

Traditional networks are distributed in nature where control, management and data
planes are tightly and vertically coupled in each forwarding device. This reduces
network flexibility, hindering innovation and evolution of the networking
infrastructure. Although, the traditional networks are broadly adopted, however, these
are complex and hard to manage [1]. The forwarding of data packets in traditional
networks is controlled by control plane (i.e. routing protocols) or by installing network
policies like Access Control Lists (ACLs) on the interfaces of data plane
(routers/switches). In addition, the network policies are manually installed at
forwarding devices by using low level commands which are often device specific. SDN
[2-6] is an emerging network architecture which helps to solve the limitations of

arating both control and management planes from the data

outers and switches). It shifts control functionalities
d SDN Controller which acts as network brain and
warding table) in the switches. The management

pecifies network applications such as network policies, network monitoring,

e = ACAPEMIC SOLUTIONS
application environment and user's requirements. Interact With plahes, there

lication programming interfaces, these are Southbound

are two standardized _aRp

pound Interface (NBI). The SBI is used for communication

for this purpose which provides secure channel in order to communicate between these
planes. The NBI is used for communication between control plane and management

plane. The SDN system architecture is shown in Figure 1.1.

SDN has many advantages over traditional networks due to the less maintenance, ease
of management and implementation of network policies [7, 8]. As SDN allows vendor
independent control over the entire network from the centralized controller, therefore,
network management is greatly simplified. Moreover, forwarding devices (switches)
become simplified as network intelligence is shifted to the controller, thus, these
devices are left with very simple functionalities as they only need to act according to
the instructions from controller and do not require understanding and processing

heterogeneous algorithms and protocols. For example, they do not need to learn source

2



addresses, Virtual Local Area Network (VLAN) support, source address spoofing and
flow level statistics. In case of layer three switch, it does not need to understand and
process routing protocols, network policies, Network Address Translation (NAT) and
port replication. In addition, the forwarding devices also help controller for route
computations and link/node monitoring along with other tasks like network

management and diagnostics [9].

Management -
Plane Network Applications

Northbound Interface

Control
Plane SDN Contiroller

Southbound Interface

Data |
Plane | =—F— 1 =

e L SRCADEMIT'SOEUTIONS

Management Plane

gfe mainly configured on the basis of routing protocols and
network polit DN, the network policies are specified at the controller which
computes the shortest path for data packets between source and destination. In this
research work, network policies are implemented based on destination Internet
Protocol (IP) addresses and abstract level (high level source and destination names,
protocols and destination port numbers). For example, based on destination IP address,
a policy is represented via pyretic language as (match (switch = SW1) & match (dstip
= ‘10.0.0.3")>>fwd(2)). This policy states that when a packet is received at switch-1
“SW1” whose destination IP address is “10.0.0.3”, will be forwarded to Port 2 of the
switch. Similarly, a high-level policy expressed as “Employees (Faculty and Staff) has
access to the Servers via Transmission Control Protocol (TCP) and Destination Port
Numbers 20, 25, 80 through Firewall (FW) Service Function Chain”. This policy is

expressed via policy whiteboarding and implemented with the help of Policy Graph



Abstraction (PGA). This policy is more complex than the destination IP address based
policy, as it includes multiple parameters, like, high level names “Employees”, Protocol
“TCP”, Port Numbers “20, 25, 80” and Service Function Chain “Firewall”. Such
policies are implemented at the central controller which installs flow rules at the
switches along the shortest path as per policy instructions. Due to this centralization,

the network management and policy implementation is greatly simplified in SDN.

In communication networks, the network policies often change to restrict or allow
communication between hosts, applications, network nodes or due to change in
network topology. In addition, these policies help in implementing access control
which restricts/allows communication as per source/destination IP addresses/Medium
Access Control (MAC) addresses, destination port numbers, protocols, service function
chains, et lications [10]. The high-level languages, Pyretic [11],

Ip to specify these policies as per the application
vide parallel and sequential composition operators

licies. Multiple policies are allowed by these

ition operators for the co

e ston ol APND Er ) e i Vel

nication of specific set of packets. Also, one

NS

arbitrary, centralized aJgQrithm “ACL policy” to decide the behaviors of the whole

languages also address the problem of network policy implementation based on

also provide an abstraction for the programmer defined

on each inbound network packet. Furthermore, these

abstraction of topology and packet model. So, it becomes beneficial for programmers
who can build large and refined network applications out of small and independent
modules. However, these languages do not specify the mechanism of network policy

change handling and flow rules installation/deletion process.

In SDN, the network policies are implemented at controller and based on these policies,
flow rules are computed and installed at switches. This is still a big challenge to
translate a conflict free high-level policy into sets of flow rules on distributed individual
switches. Additionally, these policies change rapidly in communication networks due
to the change in application environment, network topology, user requirements etc.

This rapid changing in policies results in packet violations and network inefficiencies

4



due to the existing flow rules that are installed at the switches based on old network
policies. When the packet is received at a switch and it does not have flow rule entry
for the packet in its flow table, then the switch forwards a digest packet to the controller
via a secure channel using OpenFlow Protocol (OFP) [14]. On receiving the digest
packet, the controller computes the best path as per topology and network policies and
installs flow rules accordingly on the computed best path. Afterwards, the switch
forwards the packet as per flow rule entry from the controller. The switch also keeps
these flow rules in its flow table so that subsequent similar packets are forwarded
without contacting the controller. By storing flow rules at the flow tables, it reduces

load at the controller as well as the end-to-end packet delay.

For example, as shown in Figure 1.2, Host-A (connected with Switch-A) wants to send
data to Hosts ith Switch-B), when the first packet, say PKT-1 reaches at

#s buffer and sends digest packet to the controller due
rule in its flow table. After installation of flow rules
rds data packets. Additionally, Switches (Switch-

ch-B) store the flow rules reC€ived from the controller in flow tables so that the

e ACADEMIC SOLUTIONS
rules remain in floW tab heStill timeout*val ega]'dh 0 hacCtivity.

Moreover, the value of ji

eout gets refreshed when packets of the flow are forwarded

o0 types of timeouts are set, these are soft timeout and hard

¥ the number of seconds after which the flow rule is removed
from flow table of switch in case if it is not used for specific number of seconds. This
indicates that there is no packet matching for those specific number of seconds. Hard
timeout is the number of seconds after which a flow rule must be removed from the
flow table of switch even if it is used by the arriving packets belonging to the flow rule
at the switch [15]. The default values of timeouts vary depending on target scenario.
Moreover, timeout value can be set different for different flow rules depending upon
controller specification [16] and can be set by the administrator as per requirements and

specifications of a certain application.



Network Policies,
Load Balancing, etc.

y—

Host-A PKT1 Switch-A PKT-1 Switch-B PKT-1 Host-B

Figure 1.2: SDN Flow Rules Installation Mechanism

There are thr le installation mechanisms in SDN. These are, Reactive,

e mechanism, when a packet is received at switch, it
le to initiate forwarding process. In case of flow rule
forwarded as per flow entry. However, in case of

ching, it creates a Pa essage and sends digest packet to the controller.

oot LM SQLTTIAN S

the path between source an estination Vvia packet-out messages. subsequent

will follow same path without intervention of controller.
gired flow rules are installed as per request from
communication hosts, so, it helps to reduce load in flow tables of data plane. This in
turn efficiently utilizes Ternary Content-Addressable Memory (TCAM) resources. In
Proactive approach, the flow rules are pre-populated, that is, before the first packet of
a flow arrives at a switch based on network policies and network topology [17]. This
approach minimizes the setup delay of flow rules and reduces the overall number of
signaling messages because flow rules are already installed for them. When flow rules
and their actions are predefined at switches even before the packet arrives, resultantly,
all required packets are sent or forwarded to nodes without intervention of controller.
Forwarding is done by just matching flow rules in the flow tables, as these are already
there, therefore, it saves huge amount of time. However, the TCAM resources of
switches are not efficiently utilized due to the installation of those flow rules for which

communication is not desired. Hybrid approach consists of both proactive and reactive
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flow rule installations. This approach is flexible in the sense that it includes best
characteristics of both proactive and reactive approaches. It offers flexibility, robustness
and helps to reduce communication delays.

To resolve the identified research problems of packet violations and network
inefficiencies due to change in network policies, two novel approaches are proposed to
detect and implement network policy change at control plane. These approaches are
Matrix-Based and Graph-Based Policy Change Detection and Implementation. In case
of detection of policy change, controller computes shortest path and flow rules as per
changed policies. In addition, these newly computed flow rules are installed along the
path at switches and old flow rules which conflict with the changed policies are deleted.
The simulation results show that the proposed approaches help to minimize packet

violations,_li ful packet delivery percentage and reduce end-to-end

rease the network efficiency.

as numerous advantages as compared to traditional networking and few of those

cmenionca bl A C ADEMIC SOLUTIONS

e SDN Centralized-Managementand-Contkal

management and control of networking devices helps to

DirectlyPTrogramable
As network control plane is separated from data plane, so it is directly
programable.

e Easier Network Management and Automation
It offers easier network management and automation via common Application
Programming Interface (APIl) to program the applications since the
abstractions are provided by the control platform.

¢ Rapid Innovation

It has rapid innovation to deliver new network capabilities and services without

need to configure individual devices or wait for vendor releases.



e Programmability
The network is programmable with the help of network applications which are
installed on top of SDN controller to provide vendor independence.

e Reliability
The network reliability is increased due to the centralization and automation
of network policy enforcement and minimization of errors. Its smart routing
help to mitigate the problem of service unavailability and transmission delay
due to link failures.

e Flexibility
SDN is a dynamic and flexible network architecture which protects existing
investments while future-proofing the network.

e Flow Rules Based Forwarding

are on the basis of flow rules instead of destination-
roadly implements flow rule matching and action

packets of a flow receive identical network policies

Network Policy Implementation

o PCADEMIC-SOLUTIONS

level, including the session, user, device,_and application levels in a highly

It proweles-tiEtter user experience by centralizing network control and making
state information available to higher-level applications as it can adopt dynamic
user needs easily [18-21].
e Security

It provides centralized security control which improves network visibility
through security management. In addition, it offers robust control over
network infrastructure to develop efficient and effective security mechanisms
[22,23] to detect and prevent security attacks [24,25]. Moreover, softwarized
Policy implementation architecture can enhance the security among the
autonomous systems which have least human interactions and consequently it

can mitigate the security risk of interdomains communication.



1.3 Motivation and Research Objectives

Traditional networks are complex because all the functionalities of data plane, control
plane and management plane are vertically and tightly implemented within each
forwarding device. These three planes are implemented according to Request of
Comments (RFCs) and each vendor implements the desired functionalities as per RFCs
in the forwarding devices in their own way. Therefore, in these networks the network
administrator has to configure each device separately by using low-level and vendor-
specific commands. Due to the manual configurations, many problems occur, for
example, misconfigurations, delay in implementing new network policies etc. In [26]
it is reported that 62% of network downtime in multi-vendor networks comes from
human-error and 80% of Information Technology (IT) budget is spent on maintenance

s to resolve these issues of complexity and management by

ent planes from the data plane. There are different
hapter 2 (Literature Review) which help to resolve
ed these research works based on network wide
urity, programming languages and controller
orms. All these workg.he i nt in an.effigient way cLi
network faults, imp&ﬁﬁrﬁ;mﬁ&s, goéchUfIﬂ N S

providing application platforms to develop applications. These also help network

d recover network faults which results in improving the

Currently, SDN implementation is getting much popularity due to its ease of
management and centralization. Google and Facebook are already using SDN for Wide
Area Network (WAN) interconnectivity and to improve hyperscale data center
connectivity [27-29]. In such kind of data centers and campus area networking, the
network policies change rapidly to restrict/allow communication between hosts, change
in network topology, application/user requirements etc. There is currently no research
carried out to efficiently handle network policy change in software defined networking

which is quite frequent in data center and campus area networking.



In order to resolve the identified research problem, this research work aimed to:
e analyze and discuss the existing research works along with their limitations to
the research problem in Chapter 2
o formalize the identified research problem in Chapter 3 and represent network
policies in a high-level view in Chapter 4 so that it becomes more
understandable
e automatically detect policy change at the controller in Chapter 4
o identify conflicting flow rules as per changed policies along with the deletion
of exiting conflicting flow rules Chapter 4
e cache flow rules at controller in hash table data structure in Chapter 4 so that
it become easy to track conflicting flow rules in case of network policy change
e compute shortest path between source and destination and install new flow
ng the shortest path in Chapter 4

e proposed approaches as compared to the existing

rk performance and efficiency in Chapter 5.

oot s s NGADEMICSOLUTIONS

handling network polic

violations and Rfficiencies in addition to increase network throughput. In

__existing resg etwork policy change handling is not implemented,
therefore, we propose mechanisms which efficiently detect policy change, delete
already installed conflicting flow rules and install new flow rules at data plane as per
new policies. We have contributed in different ways and these are enlisted below:

e Tothe best of our knowledge, we are the first to deal with the network problem
of policy change at controller. In this regard, we have presented analysis of
state-of-the-art existing approaches in Chapter 2 which are related to research
problem and found no such work which deals with this problem of efficient
handling of network policy change and flow rules management.

e To resolve the identified research problem of packet violations and network
inefficiencies due to change in network policies, two novel approaches are

proposed, and these are: Matrix-Based (Efficient Policy Enforcement (EPE))
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and Graph-Based (Graph-Based Policy Enforcement (GPE)) to detect and
implement the network policy change at controller.

e In case of policy change detection, the flow rules are computed accordingly
and cached at controller in a hash table data structure. For this purpose, we
used Consistent Hash Function because every time when function is executed,
it produces same output for an input, therefore, it helps to accurately find a
certain flow rule on a specific switch.

e The computed flow rules are installed by the controller at switches along the
shortest path from the controller and old flow rules are deleted from switches
which conflict with the new policies between source and destination.

e We have used pyretic language [11] to define network policies via high-level
abstractions rather than low-level commands. It helps to implement flow rules

via pyretic policy based abstract functions that take packet

new packets. This return function depends upon the

ased on the drop.

ii.  Return single packet based on forwarding to new single location.

v kS RN o 2 Qe LIQNS

evaluate the p !

ffferent performance metrics, like, packet violation percentage,

ormance of our proposed solutions. A comprehensive

sis with existing approaches [52,58] is performed by

network throughput, normalized overhead, delay etc. The results of the
proposed approaches are illustrated by utilizing graphs.
e The following research publications are part of thesis:

i.  Mudassar Hussain, and Nadir Shah. “Automatic rule installation in case
of policy change in software defined networks.” Telecommunication
Systems, 68.3:461-477, 2018.

ii. Mudassar Hussain, Nadir Shah, and Ali Tahir. “Graph-Based Policy
Change Detection and Implementation in SDN.” MDPI,
Electronics, 8.10: 1136, 2019.

iii. Mudassar Hussain, et al. “A Comprehensive Survey of Existing

Approaches of Software Defined Networking” (Submitted).
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1.5 Thesis Organization

The rest of thesis is organized as follows:

e Chapter 2 describes the Literature Review in detail along the limitations of
state-of-the-art existing approaches. These approaches are classified into seven
categories based on their functionalities and implementation mechanisms. In
section 2.2 network testing and verification studies are discussed which consist
of mechanisms for testing and debugging tools. Section 2.3 includes flow rule
installation mechanisms that comprise reactive, proactive and hybrid flow rule
installation techniques. In section 2.4 network security and management issues
related to SDN implementation in different scenarios are discussed along with
solutions to the problems. Section 2.5 comprises memory management studies

ize precious TCAM resources in an efficient way. Section 2.6

imulators for SDN which help to implement, test and
ms. Section 2.7 comprises SDN programming
ogrammers to develop network applications for the

tion 2.8 consists of SDN controllers which

o AL EMIC SOLLTIGNS

deploy intelligent networks.

Problem Statement. In section 3.2, research problem of flow

ase of policy change is discussed with the help of figures.
Section 3.3 contains composition and formalization issues of network policies.

e Chapter 4 consists of Proposed Solution. In section 4.2, solution of purging all
flow rules in case of policy change is discussed which is not an efficient
solution. Section 4.3 includes deletion of only those flow rules which conflict
with the changed policies. In addition, section 4.4 comprises matrix based
proposed solution and section 4.5 includes graph based proposed solution for
the efficient handling of policy change.

e Chapter 5 comprises Results and Discussions of the proposed approaches for
policy change detection and implementation. Section 5.2 consists of
comparison of EPE to the existing approaches [52,58] on the basis of Packet
Violation Percentage, Successful Packet Delivery, Normalized Overhead and

Network Throughput. In section 5.3, the experimental results of GPE are

12



compared with EPE and analyzed based on extended performance metrics, like,
Policy Change Detection Time, Packet Violation Percentage, Successful Packet
Delivery, Normalized Overhead, Average Verification Time, Average End-to-
End Delay and Network Throughput.

e Chapter 6 consists of Conclusion and Future Work. Section 6.1 contains the
conclusion of our research work which states that the proposed approaches help
to improve network efficiency by minimizing packet violations, increasing
network throughput and decreasing end-to-end packet delays in the network.

Section 6.2 includes future work to carry forward this research further.

ACADEMIC SOLUTIONS
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2.1 Introduction

This chapter includes detailed survey of existing approaches related to the identified
research problem. These are approaches are organized into seven categories as shown
in Figure 2.1. These include network testing and verification, flow rule installation
mechanisms, network security and management, memory management, SDN
simulators and emulators, SDN programming languages and SDN controller platforms.
We have discussed different kinds of bugs, like, violations and incorrect
implementation of network policies, forwarding loops, black holes, flow table
consistencies etc. in these studies. The violation and incorrect implementation of
network policies are high priority invariants which occur due to their misconfigurations,
conflicts, overlapping and mistranslations which may result in packet violations,

network

network efficiency. The forwarding loops are second
network problem in which data packets continue to
etwork. These normally occur due to the incorrect

Icies confi may have serious impact on the network, and in

ases it completely disable the network. Black holes are the third priority bugs

et S B MG RTINS
source. These can be detected b ni st traffic. FIOW t inconsistencles

are the fourth priority that can be triggered due to network updates and it results

low helps to resolve such kind of problems by controlling

These approaches are described in detail along with their limitations and relevance to
this research.

SDN Studies

Network Flow Rule Network SDN SN | |

» \ T |
Testing and Installation Security and M;\:ﬂemorymt, Simulators and | Programming | isngh%?m“m
Verification, =~ Mechanisms,  Management, S5 Emulators, Languages, iy

Section22 | | Section23 | | Section2d | | Sections | Section 2.6  Seon27

Figure 2.1: SDN Studies Categorization Hierarchy Comprised of Seven Sections
(Section 2.2 to Section 2.8)
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2.2 Network Testing and Verification

A prototype Network Debugger (NDB) [44] presents a way to debug SDN using two
primitives; breakpoints and packet backtraces respectively. The intention of NDB is to
debug networks in a way as we do debugging in software programs. The main goal is
to help in locating order of events which leads towards error conditions, these can be
the violations of network policies. To identify these error conditions, different actions
like breakpoints, watches, backtraces, etc. are used. During debugging a program, GNU
Debugger (GDB) [45] pauses execution at a breakpoint and then it displays sequence
of events which leads to that breakpoint. Like gdb, backtrace in NDB defines a
breakpoint which displays sequence of steps which lead to that breakpoint as per
specific flow. NDB provides break points and packet backtraces as two primitives to

debug SDN oles, loops and other network wide invariants. Backtrace

Wits order of events which leads towards the specific

SDN
A N
/" Host ) @

= [LUTIONS

Contro!

/" NDB messaeeS
.-'_._'_._.-r""'

< Proxy
User Input Post Card, .
Trace Flow
: — Flow Table ‘
Table Misses v
- t Switch N roraee and g
at Swi Breakpoints |

< Nswn] x

'/_ Collector E A
. qcardd | —
'\\:—{Eﬁ;" | Host\\\l
\B /
Qutput
Packet Backtrace

Figure 2.2: NDB System Architecture [44] Showing Procedure of Identifying

Network Wide Invariants by Using Proxy and Collector

Figure 2.2 shows two major components of NDB, these are Proxy and Collector. Proxy
works at data plane as follows. When the data plane (router/switch) takes an action for
a data packet, the proxy creates a postcard message and sends the postcard message to
the controller. The postcard message is the truncated copy of the packet’s header which

contains matching flow rule, switch and output port. After receiving the postcard
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message, Collector at controller saves postcards and produces backtrace for the listed
data packets. By using hash table data structure, the collector keeps the postcards from
where these can be recovered effectively.

Veriflow [46] attempts to detect network wide invariants (like loops and reachability
issues) in real time and notifies or blocks those invariants to occur. Veriflow System
Architecture is shown in Figure 2.3 which verifies the flow rules for network wide
invariants in following three steps. Firstly, network is segmented in a collection of
Equivalence Classes (ECs) by using network routing policies. Secondly, Veriflow
creates individual graphs for the specific Equivalence Class which denotes respective
network behavior. Thirdly, with the help of these graphs status of network invariant is
identified. It uses Trie data structures [47] to store the information like network policies,

mputes the affected ECs in systematic way. There are also

bug traditional as well as SDN environments like
ct network anomalies, ensure consistency of data
several applications to run parallel in a non-

the proposed approach, none of these provides

“a”'sm“‘””evA”CNBE'MIC SOLUTIONS
ECNCTaeT
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Graph Editor/Viewer

+Input Graphs Logs, errors

PGA
Graph Composer
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Figure 2.3: Veriflow System Architecture [46] Showing Verification of Flow Rules

for Network Wide Invariants
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Network wide invariants like loops and black holes are detected in No bug In Controller
Execution (NICE) [52] via model checking and symbolic execution. The following
illustration makes it clear that how a bug can occur in SDN applications. Figure 2.4
depicts that a data packet entitled PKT-1, before the appropriate installation of flow
rules, arrives at Switch-2 (SW-2). In this situation, SW-2 sends a digest packet to
controller for the installation of rules. However, by considering this situation of already
installed rules for PKT-1, controller discards digest packet. This shows an error of
unforeseen behavior of SDN Application. It manifests that, though SDN application is

working aptly, yet it has some problems in implementation.

\
\
\.

I\ HostB )

Figure 2.4: Showcgeesf a Scenario of SDN [52] without Flow Rule Installation at
Controller and SW-2

To detect such network wide invariants, NICE proactively tests the SDN applications
under diverse kind of events by automatically generating stream of packets. In SDN,
the details of topology including switches and hosts are available at controller.
Subsequently, NICE checks network wide invariant conditions like loops or black
holes, etc. Therefore, space of possible system behavior and network invariants are
explored by NICE orderly. The required search strategy in NICE can also be configured
by the programmer. NICE provides output of instances of network invariants.
Additionally, it also provides traces to inevitable consequence of property violations to
reproduce them as shown in Figure 2.5. NICE has no mechanism that may detect
change in network policy. In addition to it, if policy changes, it cannot detect whether

the installed flow rules disrupt network policy or not.
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Figure 2.5: NICE Working Flow [52] Using Model Checking and Symbolic

Execution

(FPB) [55] proposes the design of an efficient buffer
er flow packet disorder, and thus minimizes packet

0. A long delay tall the flow rule for first packet of a flow “f” at

switches. If more subs

equent packets belonging to “f” arrive and the flow rules
oo e, G AL RMIG SOLUTIONS

the switch only sends th

e communication and computation from the controller.

e” commands/flow rules from controller, the switch
forwards the packets in first-come-first-out fashion in order to avoid out-of-sequence
packets for TCP. However, when network policy changes at controller, the FPB does

not focus on policy violation due to already installed rules at switches.

A tool named as Header Space Analysis (HSA) [56] is beneficial for system admins, as
they can statistically examine their networks for the invariants, for instance, network
violations, black holes, loops, traffic isolations etc. HSA has the ability to check various
hosts, network traffic and isolation of users. For example, it can provide details of “Can
host A be prevented from talking to host B?” etc. In this tool, geometric approach is
opted as generalization for packet classification. There are three ways to generalize
operations of headers and these are listed below:

19



e HSA devises header length that is, header space of L, and a point in [0,1]" space
is provided to encapsulate each packet.

e AsHSA models as transferring function for routers and middle boxes, therefore,
packets may be moved from one to another subspace.

e As all devices are modelled as an enormous network function and a topology
transfer function in HSA tool, therefore, data forwarding might be drawn as
alteration in geometric space.

In addition, HSA can detect different network invariants, however, it cannot auto detect

the network wide invariants due to policy change.

PyResonance [57] implements state-based network policies by using Pyretic language.
Pyretic has several composition operators to build a complex network control program

lar control programs. Moreover, it utilizes composition

policies to compose multiple tasks via finite state
k application which determines forwarding behavior
rators also allow operators to specify state-based

policies by composing multiple tasks, each of which has a finite state machine

a correspondin eq rmm r@s [ J_b h 1!)¢l S
state. In this way,ﬁn;ultlpeA ependent sajs can be define a&grilv:t t eirN

andle state change of multiple events. The PyResonance

forwarding behavior
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Figure 2.6: PyResonance Architecture [57] Showing Implementation of State-Based

Network Policies via Pyretic Language
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Although pyResonance along with pyretic provides mechanisms to constitute policies
effectively, however, this lack in the effect of policy change at controller on the packet
violations due to already installed flow rules at data plane.

A mechanism named as Policy Graph Abstraction (PGA) [58] provides an automatic
and conflict free policies, for instance, ACLs, load balancing [59] etc. It examines
various network policies which are individually stated for any conflict as shown in
Figure 2.7. In different situations, policies conflict with each other due to various
perspectives. By combining two policies, the resultant policy will become complex and
there will be great number of conflicts/dependencies of access. To detect these
conflicts/dependencies, PGA uses a graph-based abstraction to simplify the network
policies. In PGA, Users, Administrators, and SDN Applications define their network

policies and the ies are specified in the form of graphs.

7, B ». | Fsneion
T Services
lUser Intetts lLa]Jel Info

PGA
Graph Editor/Viewer

l Jinput Graphs Logs, Errorsff > L U T I O N S

Graph Composer

Composed Graph

Veriflow
(Rules Verification)

Host mi Host
D om @

Figure 2.7: PGA System Architecture [58] Presenting Phenomena of Automatic and

Conflict Free Policies via Graph Composer and Veriflow

These graphs are submitted to a Graph Composer through a PGA User Interface (Ul).
Graph composer automatically resolves these conflicts among different graphs. The
graph composer can give some possible suggestions to the network administrator to

resolve the conflicts among various policies and finally generates an error-free/conflict-
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free graph. In automated network infrastructures, such as enterprise networks and
clouds, great number of network policies are generated automatically. PGA focuses on
the conflict in the implementation of these multiple network policies and resolves these
conflicts at controller. In [60] formal approach to specify and verify Service Function
Chain policies is presented. The aim of this research is to identify the presence of
anomalies in the network policies before deployment. It means that it should be verified
before the installation of flow rules at the data plane. In order to achieve the desired
goal, the forwarding policies are formally represented and set of anomalies are detected
against set of flow rules for the respective policies. In addition, it also provides
provision for network administrators to specify their own anomalies. The results state

that the proposed approach can verify anomalies of a reasonable sized network in

milliseconds.

Testing and Verification Studies

Purpose Tools/Techniques | Description

mnet NDB debugs SDN to
SDN systematically track down root
ACADEMIC-SOLUTIO

Veriflow Verification L NOX _MiQinOt e

[47] invariants in real time by

] ‘ ) detecting these as and when
they happen.

FlowChecker | Flow table OpenFlow Switch, | FlowChecker verifies generic

[50] verification Flow Table properties of global behaviors

based on flow tables.

Anteater [51] | Verification Linux, C++, Ruby | Anteater analyzes the data

of data plane plane state and verifies the
state network invariants violations.
NICE [52] Detect bugs in | Mininet, NICE  Detects invariant
SDN OpenFlow Switch, | conditions in SDN
applications Network X applications ~ via  model

checking and  symbolic

execution.
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FPB [55]

Relax the
concept of
per packet
consistency

Python,
OpenFlow, NOX

It guarantees to preserve
properties of flows during the
transition time and proposes a
which

formal model

accomplishes consistent
policy updates via handling in-

transit packets at next hop.

HSA [56]

Statically
analyze
network
invariants

without

Predi

Ubuntu, Flow-

based

Management
Language (FML),
Prolog,

HSA

administrators

helps system

to statically
analyze computer network for
network invariants (like ACL
policy violation, black hole,
reachability, etc.) without
depending upon a specific

network protocol.

retic, Python

pyResonance utilizes state-
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possible based network policies to
netwer DE Mlcpr t ib
bea%okcfA foﬁrg LQVTI)Q
certai certain network events using
Pyretic composition operators.
Mininet, Pyretic | PGA is a mechanism for
multiple compiler, POX | automatic normalization of
independently | Controller network  policies  which
policies in an inspects multiple network
efficient policies that are individually
manner stated for any conflict.
Specifying Anomalies Java-based It provides mechanism to
and checking | detection in | prototype, detect anomalies  before
policies and | network OpenFlow switch | installation of flow rules at
anomalies in -
SFC [60] policies data plane.
before
deployment

23



The summary of network testing and verification studies are presented in Table 2.1 and
we draw following conclusions based on these studies. NDB [45] helps to debug SDN
using two primitives; breakpoints and packet backtraces which facilitate in locating
order of events which leads towards error conditions. Though NDB can identify error
conditions, yet it does not fix the error conditions. Moreover, the user has to manually
check for error condition, like network policy violation, that is, NDB does not auto-
detect the network policy violation. Veriflow [47] checks network invariants in real
time by detecting them as and when they happen. If there are network invariants, then
either alarm is generated or the rules are blocked by not sending to data plane. It checks
network invariants in real time but does not prevent network policy violation. In
addition, it does not work in multi-controller architecture. NICE [52] detects bugs and
invariant conditions in SDN applications by using model checking and symbolic

execution. not detect change in policy nor detects installation of rules

in case policy changes on controller.

fficient buffer arrangement at switch for avoiding

packet disorder, and thu

e ACADEMICTSOLUTIONS
invariants. HSA onAo CHi (0] Ic rks and" it neTther"det€Cts the Chahge of

network policy nor ide

inimizes packet drop ratio. HSA [56] facilitates

ifies the packet violations that occur by already installed flow

plements state-based network policies by using Pyretic
gveral composition operators to build a complex network control
program by combining several modular control programs. PGA [58] provides an
automatic and conflict free policies by examining various network policies which are
individually stated for any conflict. In PGA, the focus is on implementation of various
policies in a way so that conflict does not occur. However, it neither detects the change
in policy nor it installs/deletes conflicting flow rules on the data plane. There are also
similar other works to debug traditional as well as SDN environments like [49-51]
which can detect network anomalies, ensure consistency of data forwarding plane
[51,53] and allow several applications to run parallel in a non-conflicting way [54].
However, all these mechanisms lack in detecting network policy change and delete
conflicting flow rules along with installation of new flow rules as per new network

policies to avoid packet violations and network inefficiencies.
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2.3 Flow Rule Installation Mechanisms

The OpenFlow Rules Placement Problem (ORPP) [61, 62] describes how to define and
place flow rules in SDN at appropriate place while following all technical and non-
technical requirements (like network policies). It proposes two rules placement
frameworks; OFFICER and aOFFICER. OFFICER uses optimization techniques to
place the flow rules for those requirements whose flow rules are known and stable in a
specific time interval, for example, network policies. aOFFICER utilizes adaptive
control mechanisms to place the flow rules for those requirements whose flow rules are
unknown and vary over a specific time interval (like load balancing requirements). Both
OFFICER and aOFFICER techniques help to place flow rules efficiently.

VCRIB: Virtuali Management in the Cloud [63] provides mechanism for data

abstraction for specifying and managing various flow
nd places the flow rules on hypervisors and switches
rmance and scalability. DevoFlow [64] provides a
el by breaking the coupling between control and
al visibility. It allpws gperato on fl rei
respect to the neMAﬂm[\ﬁ K&Lmé N S

communication between control and data planes. Firsty, It minimizes the need to

flows, secondly, it also minimizes the need to invoke the
setups. This helps to maintain a certain level of visibility
by minimizing communication overhead between control and data planes. However,

the prototype is not simulated on actual packets.

Infinite CacheFlow [65] resolves problem of limited number flow rules at switches by
proposing a hybrid switch design (hardware and software) which relies on flow rule
caching to provide large flow rule tables at low cost. By having more flow rules stored
at data plane, the probability of packet violation is higher for the packets whose network
policies change at controller after the corresponding flow rules are installed at data
plane. SwitchReduce [66] proposes an approach which reduces switch state and
controller involvement in SDN. It assumes that number of flow match rules at any
switch should not be more than the set of unique processing actions. Moreover, flow

counters for each unique flow may also be maintained at only one switch in the network.
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The proposed approach can reduce flow entries up to 49% on first hop switches, and
up to 99.9% on interior switches. In addition to that, flow counters are also reduced by
75% on average. It shows some failures due to topology changes. Moreover, analysis

in packet violations in case of change in policy is not performed on larger data centers.

A Flow Entry Management Scheme for Reducing Controller Overhead [67] proposes a
cache algorithm strategy, “Least Recently Used (LRU)”, for flow rules stored at the
data plane to minimize the communication overhead between controller and data plane.
By using this strategy, a switch can keep the recently used flow entries in the table to
avoid cache-miss problem. This in turn increases flow entry matching ratio. This
approach also ignores the case when the network rules change for the flow entries
present in the data plane. The authors in [68] propose a new flow rule multiplexing
imizes the flow rule allocation and traffic engineering (like

SDN. The proposed mechanism states that the same
d on each switch may be applied to the whole flow
ards different paths. The proposed mechanism is
. The results also show that the proposed scheme

s DTN DY 32 S A S N S

approach ignores the c

ge of network policy at controller and its consequences on

les at data plane.

DomainFlow [69] proposes a solution of flow level control and granularity in ethernet
switches via OpenFlow via splitting the network into different slices and exact matches
are used to enable practical flow management via OpenFlow protocol for Ethernet
switches. The proposed mechanism can only be implemented with commodity switches
along with small number of flows. However, it is not practical with respect to the
current trends that require extensive number of flows especially in case of change of
policies and deletion/installation of flow rules. SourceFlow [70] proposes solution to
handle a large number of flows without affecting flow granularity. This scheme helps
to minimize problem of expensive and power consuming search engine devices from
the core nodes. This in turn helps to expand networks in a scalable way. This scheme

is time consuming in a sense that hosts produce millions of flows simultaneously and
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these flows are controlled on a per-flow basis. However, this scheme does not consider
the policy change at controller and its effect on the data plane performance.

In [71] SDN based proactive flow rules installation approach is proposed for efficient
communication in Internet of Things (IoT). It resolves the problem of flow installation
delay as well as congestion due to packet-in messages. This saves energy and other
potential resources of network nodes. The results reveal that the proposed mechanism
reduces congestion between controller and network nodes and reduces average flow
rule installation delay by 90%. In SDN, flow rules are installed in switches on the basis
of exact matching [72] or wildcard-based matching [73]. The wildcard-based matching
improves reusability of flow rules and reduces packet-in messages. This improves
scalability both at data and control planes. However, in case of exact matching almost
every flow i itch will generate a packet-in message to the controller which

solve this problem, some researchers suggest to use
alling proactive flow rules on multiple switches [74]

aching flo switch. In [75], SDN based wildcard rule caching

ism namely CAching in

LRCARERIC SOLUTIONS
“buckets”, and cache blc a r@m the assoCiated Tlow rul€S. The CAB helps
to solve the flow rule dependency problem with quite less overhead. In addition, it

o)

In SDN, most of the operations are performed at the central controller, such as, network

ets (CAB) is proposed for efficient flow rules

etup time, saves bandwidth and flow setup requests.

topology management, flow rules installation, load balancing, etc. These tasks
overburden the controller sometimes at becoming unavailable for some required
operations. DIFANE [76] is the solution to this problem in which most of the
functionality is placed on the network switches. For this purpose, controller delegates
the flow rules to some of the network switches that are called authority switches. These
switches give the flow rules to the other switches for specific path. In this way, entire
network communication becomes possible. Figure 2.8 shows the model of DIFANE, in
which authority switches are directly connected to the controller. When a node that is
connected to ingress, switch wishes to communicate with some other node then it sends
packet to ingress port of a switch. This switch requests authority switch for the

respective flow rules, similarly, as the packet moves forward flow rules are installed on
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the switches and communication becomes possible. During this process, controller has

less interaction with switches.
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possible positions of en

racking the previous positions of the nodes in the network

yforming order-k Markov prediction method, next possible
position of end users is predicted. If we have possible location information of the end
user, then flow manager determines the set of access points in the path for
communication between source to destination. To determine the optimal number of
access points on the path, Mixed Integer Linear Programming (MILP) approach is used.
After finding minimum number of APs in a path, flow manager installs the rules on that
path. An loT based environment is considered for practical implementation of the
proposed system which is shown in Figure 2.9. Simulation result shows that proposed
system is beneficial for minimizing delay, the number of activated Aps, control

overhead and energy consumption etc.
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computation, ITteTe is a delay between flow rule installation and packet arrival then
some delay is introduced to the packet at the predecessor switch. For example, if packet
arrival is delayed at switch Si then the flow rule deployment at the switch Sy is also
delayed. Similarly, the data packets are delayed at the previous switch in the path so
that corresponding flow rules are installed at the switch S1. The proposed technique
reduces the packet loss about 12% than the existing mechanism and improves the packet

delivery ratio up to 36%.

In SDN, flow rules are installed in the temporary memory known as TCAM. This is
very limited memory that cannot adopt the frequent updates of flow rules and other
related information. Sometimes this leads to congested control channel and entire

network behaves as a faulty network. Some schemes are proposed to deal with these
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situations that install the flow rules proactively on the network switches. But due to
these proactive approaches some other problems arise like scalability of the network
and overflow of flow table. Moreover, these proactive schemes do not support other
network operations such as, detection of heavy hitter, server load balancing and stateful
firewall for network security. In current research work, in order to improve the
flexibility and scalability of the entire network, a novel mechanism is proposed in which
network policies are deployed on the network devices in a wildcard format. Only most
important policies are cached in the flow table while unnecessary policies are removed
as soon as possible. By using this mechanism, risk of flow table overflow is reduced,
and it also simplifies the network policy enforcement. The wild card used in this
technique requires a standard way to be adopted in the entire network. To cope this
problem a network wide wild card rule engine is introduced for SDN that is known as

BigMac [7 by advertising a layered model to publish the higher-level

del shown in Figure 2.10 consists of a big switch
plane that specifies the different forwarding and
policies. low is needed to be installed, then policy Caching
cessed to install flow rules on the entire path.
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Figure 2.10: BigMac Framework [79] Presenting a Big Switch Abstraction and a

Logical Network Plane Specifying Different Forwarding and Management Policies
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Table 2.2: Summary of Flow Rules Installation Mechanisms

Study Purpose Tools/ Description
Techniques
ORPP Define the rules and | Mininet, In OFFICER set of flows
[61,62] where to place them in | OpenFlow | are assumed known and
the  network  while stable over a specific
respecting all technical period. The aOFFICER
and administrative uses adaptive control
requirements techniques to solve the
online ORPP problem.
VCRIB [63] Achieve high scalability | VM, Open | It partitions and places
and performance Dby | vSwitch, the rules on hypervisors
rules either | TCAM and switches to achieve
or the best trade-off of
performance and
scalability.
Reducing OpenFlow | NOX, It proposes modification

during

A ARDEMIC

SObkUTIO

betvy&emMcontrol and data between control and
Q pla global visibility.
Infinite =Tfie need of efficient | Ryu This research proposes a
CacheFlow ways to support the | Controller, | hardware software
[65] abstraction of a switch | OpenFlow | hybrid switch design that
with arbitrarily large rule | 1.0, Open | relies on rule caching to
tables to support large | vSwitch, provide large rule tables
number of flow rules at low cost.
SwitchReduce | How to enable flow level | NOX It decreases switch state
[66] details in switches for | Controller, | and controller
providing monitoring and | OpenFlow | involvement in

control over each

individual flow?

OpenFlow networks by
reduce flow entries and

flow counters.
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How to | How to address the | Mininet, It reduces controller

Reducing communication overhead | Open overhead by increasing

Controller problem between | vSwitch, the flow entry matching

Overhead [67] | OpenFlow  controllers ratio by using an LRU
and OpenFlow switches? caching algorithm.

Rules Identification of rules | TCAM, It proposes rule

Allocation placement problem in | OpenFlow, | multiplexing scheme

and  Traffic | existing rule multiplexing | ITALYNET | that significantly reduce

Engg. [68] schemes rule space occupation.
DomainFlow | Provide a flow | Virtual It splits network into
[69] management solution to | eXtensible | sections and exact
resolve scalability issues | LAN, matches are used to
TCAM enable practical flow
management.
a large | TCAM, T enables users to handle

anode | OpenFlow, | many flows without

acity | Open changing the granularity
iy EMIC SOFCUTIONS
AQAIP 1C SGRUTION
basedagtworks consuming search

engine devices.

resolve the | NOX, DIFANE shifts some
overburdening of central | OpenFlow | functionalities of
controller in OpenFlow | Switch, controller to the
networks TCAM authority switches by

delegating flow rules to

those switches.

The summary of flow installation mechanisms is presented in Table 2.2 and we draw
following conclusions based on these studies. ORPP [61, 62] resolve the problem of
placement of flow rules by using two frameworks. These are OFFICER and
aOFFICER. Both frameworks help to place flow rules efficiently. vCRIB [63] provides
abstraction for specifying and managing various flow rules to data center operators by

32



portioning and placing flow rules on switches and hypervisors. DevoFlow [64] provides
a mechanism to modify OpenFlow model by allowing network operators to focus on
only selected flows for network management to reduce overhead between control and
data planes. Infinite CacheFlow [65] resolves the problem of limitation of flow rules at
switches due to the limited TCAM resources. It proposes a hybrid switch design
(hardware and software) which relies on flow rule caching to provide large flow rule
tables at low cost. SwitchReduce [66] helps to reduce switch state and controller
involvement in SDN. In [67], a cache algorithm strategy, “Least Recently Used (LRU)”
is proposed to store flow rules at data plane which minimizes the communication
overhead between controller and data plane. In [68] a new flow rule multiplexing
mechanism is proposed that jointly optimizes the flow rule allocation and traffic
engineering in SDN. DomainFlow [69] proposes a solution of flow level control and

hes via OpenFlow by splitting the network into different

solution to handle a large number of flows without
heme helps to minimize problem of expensive and
ices from the core nodes. In [71] a proactive flow
stallation approach is prop0Sed for efficient communication in Internet of

ngs (1oT) which rgso the p loav i latj ndjco i N S
to packet-in messag&gégﬁmlmgan§ Qlkyomrg
by sharing control plape, tasks with network switches. For this purpose, controller

&)

sm help in installing efficient flow rules at data plane, better

delegates th b some of the network switches that are called authority
utilizing precious TCAM resources, reducing communication overhead between
control and management planes and minimizing communication load on controller.
However, these approaches ignore the change of network policy at controller and its

consequences on the already installed flow rules at data plane.
2.4 Network Security and Management

In [80] an innovative SDN based network architecture is proposed which guarantees
exclusive access of network resources to a certain flow for which the user/app has made
the reservation with the help of token-based authorization. The proposed SDN based
system automates the reservation process and creates a strong binding between the end

users/apps who request the reservation and flows. This in turn resolves the reservation
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problem of dedicated bandwidth of certain resources in high speed networks for transfer
of data in distributed science environments. The research work in [81] resolves the
problem of network verification which consists of middleboxes, such as caches and
firewalls. This research explores the possibilities of verifying the reachability properties
for networks based on the network policies. In order to do that, the complex networks
are sliced into small networks as per the network-wide verifications for the correctness
properties. The results show that time required to verify a network invariant in a
complex network is independent of its size due to slices. This work is quite good for
verifying network invariants in an efficient way. The limitation of this approach is also
that it has overlooked the network policy change and its effect over the flow rules
present in the data plane.

In[82] as ooting approach is presented which leverages architectural

ion networks, it is desired that high-level policies
-level forwarding behavior for providing successful

SDNs, intent is explicitly expressed, forwarding

Ics is explicitly defined, an
vt o oI Er YA L A b N S
control logic in tro h g S. 11l De MElpful™Tor NetWwork admmistrators

Q_troubleshoot bugs including root causes of bugs in their

h architectural layer fully specifies the behavior

and they will be able

orks operate correctly. It is observed that most errors in
ons among architectural layers. In this research work, a
troubleshooting workflow is provided which is based on two phases. The first phase is
based on a binary search through the control stack to identify the first code layer where
a mistranslation occurs. The second phase consists of a search within that layer to
reduce the scope of those elements responsible for the invariant violation. Moreover, it
provides a comprehensive analysis and tools to troubleshoot SDN. However, it does
not talk about the scenario in which policy change affects successful delivery of
packets. Also, it does not provide information how policy change is detected in SDN

and how rules are installed according to that policy to avoid packet violations.

In [83] a security problem of priority-based flow rules is highlighted, and solution of
the identified problem is presented. The problem is that the low priorities malicious

flow rules can manipulate the whole OpenFlow network by making the high priority
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flow rules to fail. This in turn affects whole data communication process. To solve the
identified problem, the authors proposed a solution which is called Switch-based Rules
Verification (SRV). It works by leveraging the SDN controller to obtain the overall
network view of the whole topology and detects the malicious flow rules. On detection
of malicious flow rule, SRV module forwards warning messages and refuses the
identified flow rule instantly. This solution helps to detect large number of flow rules
in an efficient way. But this approach neither detects the policy change at the controller
nor identifies the flow rules installed at data plane that violate the changed policy. In
[84], Actor Based Modeling framework is proposed to investigate the problem of
network verification. In this architecture, Actors are basic units of computation that
hold their own memory and can communicate via asynchronous messages. This work
shows how network applications are modeled by using Actors and how existing model

checking various properties (loops, policy violations, flow table

co work behaviors can be predicted to increase network
0 does not consider the case of policy change and the

0 policy change at controller.

e e BCADEMIC SOLDTIONS
properties of flow: i e Si ime. "1t ProposSes a o odel“wiCh
Iicy updates based on the concept that in-transit packets are

g@€sts a relaxation concept with respect to per-packet consistency

accomplishes consiste
d)in th

always hang t forwarding hops by the same or a more recent policy.

in the data plane and provides a policy update scheme which is consistent and efficient.
In order to validate results, this proposed model is compared with two phase updates
proposed in [53]. It provides consistency guarantee by minimizing overhead on flow
tables as it does not depend on packet tagging. It also uses wildcards for the composition
of rules which is helpful to reduce complexity. The focus in this paper is on the efficient
installation of flow rules to minimize rule installation overheads. However, it does not
analyze the packet violations in case of policy change. In addition, it does not discuss
the mechanism of deletion of already installed rules in case of policy change and

installation of new rule on forwarding devices.

In communication networks, attackers often attack networks via bandwidth and

system/application resource utilizations which leads to the popular Denial of Service
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(DoS) attack. To detect such kind of attacks is very interesting research topic in
networking. In SDN, deep learning algorithms are implemented to model the attack
behaviors as per the information retrieved from the central controller. In [86], SDN
based simulation environment is created in Mininet Emulator by utilizing Floodlight
controller platform. In this environment, the flow table is assumed to be of 6-tuple as
per the information retrieved from controller. After that, Distributed DoS attack model
is constructed by combining the Support Vector Machine (SVM) classification
algorithms. The results show that average accuracy rate of detecting Distributed DoS
attack of proposed approach is 95.24% with a limited number of flow rules which are
extracted from the controller. A lot of research as discussed above on the verification
of correctness properties of communication networks exist. However, none of these
touches the identified problem to avoid packet violations by detecting policy change

and instal rules as per change of network policy. Similarly, other

ebugging networks and detecting network anomalies
pplications on the same network in parallel without
intaining performance of each application.

architecture and its intega

(o

ent security to fill the gaps left by the previous survey are

ions. Several studies are classified according to their specific

networking techniques such as routing optimization, QoS,

discussed. The main focus of study is on blending the QoS aware techniques and to
present their work in a comprehensive manner. Meanwhile, in [90] the same topic is
addressed to improve the survey written by [89]. They targeted wireless sensor
networks and SDNs to explain this topic. In [91], a comprehensive review related to
traffic classification and security is presented. Network intrusion detection is also
considered as a point in traffic engineering. In [92, 93] the authors explained machine
learning models, traffic profiling and their functioning in SDN networking. In [94]
network virtualization is explained including traffic engineering. The authors discussed
in detail the network virtualization and QoS techniques in virtual networks. In [95], the
authors started their discussion by defining the SDN, its major concepts, its difference
as compared to the traditional networking. The architecture of SDN is presented in a

bottom-up approach. Deep analysis is performed at its architecture, APIs, network
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programming and network layers. They also focused on the major problems of cross
layering and their solutions. Keeping in view the security, performance, scalability, and
resilience the design of controller and switches are addressed in this study. In [96], a
review of diverse problems in networking is presented, such as, traffic classification,
traffic prediction, self configuration, network management, as well as performance
inspection and prediction. In [97], the authors explained applications based on ML
methods and techniques by dividing them into six categories and these are traffic
prediction, network security, cloud services, application identification, domain name
system, and QoS. In all these categories the ML methods and input datasets are
discussed. In addition, it summarizes various challenges of input data and ML methods.
In [98] the review of existing ML and DL algorithms in the context of SDN networking
for measurement of traffic classification and traffic prediction is discussed. Moreover,

-pased security solutions for SDN. ML models used in

are identified to be deficient, so attackers can control
research, the authors suggest some specific

ations that SDN security. The recommendations they provide

re development process a

o oo o AR LY s D T TO NS

ust be followed. They suggest paying attention

become a challenge to take traffic measurements, like, traffic classification and

prediction in a network. To manage networks efficiently ML is used in SDN. SDN
controller measures all parameters to take important decisions about routing and
resource allocation. For the SDN controller, some efficient algorithms are needed to
measure and extract required data or information from received data. In [101] a network
management approach called “Smart-Net System” is proposed in which each data plane
device keeps a flow rule in its flow table. If a packet reaches at data plane for the flow
rule which exists in flow table then it is forwarded to controller. The controller verifies
the behavior of that packet and takes preventive measures to avoid attacks. In [102] a
software-defined security (SDS) architecture is presented which is open and universal.
It offers an open interface for security services, devices and management which is quite

helpful for network security vendors to implement network security products and
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solutions. In this research work various attack types which can be vulnerable to the
networks are analyzed which is helpful to disable such attacks by modifying security
configuration mechanism at server. The above cited works lack in detection of change
of network policy as well as packet violations analysis due to the already installed

conflicting rules on data plane.

The authors in [103] state that changing or modifying the network policies at controller
can lead to policy violations by the data packets for the flows whose flow rules are
already installed at data plane. They solve this problem as follows. The copies of flow
rules generated by the controller are also stored at the controller. When their proposed
approach detects the change in network policies at the controller, the controller removes
those flow rules installed at the SDN switches that conflict with the changed network

policies. kes longer time to detect the change in policy and

umber of packets violating the network policy. In

e detection and flow rules installation mechanism is

ange via graph matching with less amount of time

d packet violations and ne
posed mechanismad s Ahi n te ath tp™i N S

computed flow ruleAQAgaEMoﬁQw ﬁg!;nuurr!g

resolve network policy-gonflicts and provides a mechanism which can efficiently

)

Table 2.3: Summary of Network Security and Management

rk inefficiencies. In case of policy change, the

Study Purpose Tools/Techniques | Description

Advance Reservation Ryu  Controller, | It guarantees exclusive access
reservation of intended | OVS switches, | of network resources to a
access flow for users | ESNet 100G SDN | certain flow for which the
control [80] and apps testbed user/app has made the

reservation with the help of

token-based authorization.

Verifying Verification Z3 version 4.4.2, | Complex networks are sliced
Reachability | of  networks | Intel Xeon | into small networks as per the
[81]
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NS

comprising processors  with | network-wide  verifications
middleboxes | 256 GB of RAM | for the correctness properties.

Leveraging Precisely OpenFlow, It helps network admins to

SDN layering | localize TCAM troubleshoot bugs including

to sources of root causes in their networks

systematically | errant control to verify that networks
troubleshoot | logic operate correctly.

networks [82]

Srv: Switch- | Security issue | Floodlight, Java, | Leveraging SDN controller to

based rules of the OpenFlow App obtain overall network view

verification in | priority-based of whole topology and detects

SDN [83] mechanism the malicious flow rules.

SDN-Act Erlang, Scala, | Models network applications

. Akka, OpenFlow | using Actors and verifies
various properties  via
existing model checking
mechanisms.

u arc A , It { t
update [85] fIA Qg MF!:Q inﬁmLQ:IJNQ
Controller handled in the  next
\—Q forwarding hops by the same
or a more recent policy.

SVM [86] Detection of | Mininet Emulator, | Switch collects flow status
DDoS attacks | Floodlight information of network traffic
in SDN Controller using SVM algorithm to

detect DDoS attacks.

Efficient Efficiently Mininet, POX, | The proposed approaches

handling  of | handling OpenFlow, detect the change in network

policy change | network Python, OVS | policies at the controller
in SDN | policy change | Switch install flow rules at data plane

[103, 104] in SDN efficiently.

The summary of network security and management studies is presented in Table 2.3.

In [80] a token-based authorization mechanism is proposed which guarantees exclusive
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access of network resources to a certain flow for which the user/app has made the
reservation. In [81] network verification is performed which consists of middleboxes
whose forwarding behavior depends on previously observed traffic. The research work
in [82] helps network administrators in a way that they can troubleshoot bugs including
root causes of bugs in their networks to verify that networks operate correctly.
Similarly, the research work in [85] help network admins in implementing networks in
a managed and consistent manner to install flow rules as per network policies. The
research works in [83, 87] detect security issues in the network and warn network admin
to deal with those identified issues. However, the above presented approaches do not
deal with the problem when the access rights (network policies) are changed. In

addition, these also do not consider the flow rules already installed at data plane as per

old polices.

tables enabled switches include controlling functionalities

ntroller in addition to flow rules entries for

unication to

unicating in the network. Recent research works revealed that flow rules in data

onsons s NCABDEMIC-SOEUTFIONS

forwarding tables memory.i

have limited on-chip M memory in which 750 to 2K Flow rules can be stored

ate of the art Broadcom Chipset switch which can
accommodate™2 ow rules [107]. This has become big barrier for network
management as well as industrialization. The reason behind this fact is that flow tables
of these switches are implemented in TCAM due to its better lookup time as compared
to software-based packet matching. However, TCAMs suffer from large power
consumptions [108] and expensiveness as compared to other memory, for example,
Static Random Access Memory (SRAM) [109]. The idea is to reduce flow rule entries

in the switch flow table by maintaining performance.

One approach is to efficiently utilize the Forwarding Information Base (FIB) by
compression mechanisms to reduce TCAM requirements. It proposes the Expresso
heuristic [110] to minimize the logic to compress prefix-based match field which are

generated by Optimal Routing Table Constructor (ORTC) algorithm. The simulation
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results show that FIB size is reduced by 17% which helps to save TCAMs [111].
Another approach in [112] solves the problem by a Flow Table Reduction Scheme
(FTRS) by reducing flow table congestion which help to reduce flow table size. The
simulation results suggest that FTRS reduces flow rules in the flow tables by 98%
without compromising network performance and efficiency. In [113], a proactive
eviction of flow rule entries is proposed for the efficient utilization of TCAM resources
inside OpenFlow enabled switches. It is based on intelligent flow management strategy
in the SDN controller which combines adaptive idle timeout values for flow rule entries
along with proactive eviction mechanism on the current TCAM utilization level. In case
of non-matching of packet for a defined idle time period, the respective flow rule is
removed from switch flow table. This idle time period is set by the SDN controller
before flow rule installation at the data plane. The experimental results show that the

e provides 58% better results in terms of cost as compared

eviction techniques.

ffect of flow rule timeout value based on miss rate

ance and flow table occup
Imeout value, misgra cea r A1 le [ sef a i N S

They also observe téhgém:ﬁM!ghesrﬁgLi%Lg

table size is also opti and with the increase in that particular timeout value, flow

ky

anism is proposed which combines timeout value with explicit

of switches. They observe that with the increase

ion to affect miss rate. In this research work, a hybrid flow

control plane eviction messages. The proposed scheme is able to reduce flow table size
by a lower bound of 57% without affecting miss rate. However, in case of TCP-based
application the flow table size decreases around 42%. In addition, this research work
analyses performance of various flow table eviction techniques and finds that LRU
strategy outperforms all others. However, it cannot be implemented in current SDN
switches. Moreover, First-In First-Out (FIFO) strategy does not provide better results
than LRU but still it is better than random replacement strategies by 0.1%. The research
work in [115], addresses the problem of flow rule placement in firewalls on the basis
of ACLs. It aims to reduce the number of flow rules in flow tables of switches by
considering conflicts as well as redundancies along with the relationships between
neighboring devices. It categorizes relationships of neighboring devices into two

groups, i.e. serial relationship and parallel relationship as shown in Figure 2.11 (a) and
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(b) respectively. These relationships depend upon flow of data from one device to
another. As shown in Figure 2.11(a), the data is flowing from D; to Dy, so it is serial
relationship. Similarly, as shown in Figure 2.11(b), the data is not flowing between D1
and Do, so it is parallel relationship. Based on these relationships, flow rules are

categorized and placed into the devices to reduce number of flow rules.

S

3

D,
e\
(b) Parallel Relationship

qure 2.1 DeyeGsilie I M S&AJTd@NS

Flow Rules in Firewalls

o’ implement the above strategies. The first challenge is
to check that a flow rule which is going to be placed in a device is part of a specific rule
set or not. The second one is to check that whether the flow rule can be merged with
the other flow rules or not. This research resolves these challenges by proposing a novel
data structure called OPTree to check that whether the flow rule belong to other or can
be merged or not. In addition, it proposes flow rules insertion and search algorithms to
resolve the identified problem. The results indicate that the proposed approach

considerably reduces number of flow rules.

In [116], a flow-rule placement mechanism called FlowStat is proposed which provides
per-flow statistics to SDN controller in addition to improve performance of the network.
The proposed mechanism comprises three phases. In first phase, a max-flow-min-cost,

which is an optimization problem, is formulated to find the optimal forwarding paths.
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In second phase, forwarding flow rules for the identified optimal paths are computed
via formulating an Integer Linear problem (ILP) in order to minimize exact-match flow
rules in the flow tables of switches to reduce rule-space utilization and to accommodate
more flow rules. This is achieved with the help of two greedy heuristic approaches to
solve the problem in polynomial time. In third phase, a flow rule redistribution
mechanism is proposed by detecting flow rule congestion at the switches so that new
flows can be accommodated in the network. The results suggest that the proposed
approach provides per flow statistics and improves network performance as compared
to existing approaches, like ReWiFlow [117] and ExactMatch. In [118], a novel flow
rule placement algorithm called hybrid flow table architecture is proposed which
exploits benefits of both hardware and software flow table implementations. The
decision of placement of flow rules in the flow tables (hardware (expensive) or software

dled dynamically to increase software-based flow tables

modules. This mechanism helps to save expensive

ut degrading network performance in terms of packet
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IS proposed on the basis of lossy compression to create packet

classification mechanis

jations are semantically equivalent. The aim of this research
e Classifier which can classify a high portion of traffic to
implement at switches of optimal TCAM size. The proposed approach can be
implemented in a wide range of classifiers within different modules. The results based
on diverse performance metrics in campus-based traffic reflect that it provides
significant reduction in real classifier size. In [120] the fundamental capacity region of
TCAMs is discussed by presenting fundamental analytical tools based on independent
sets and alternating paths. This helps to validate the optimality of previous coding
schemes. In [121] a novel compression mechanism is proposed based on random access
for forwarding tables. In this mechanism each forwarding table column is encoded
separately via a dedicated variable-length binary prefix encoding. The system
evaluation in real life scenario from different vendors and country locations shows that
it provides much better results as compared to the existing mechanisms with respect to

compression of forwarding tables. In [122], a TCAM update optimization mechanism

43



is presented which ensures consistent packet forwarding. This mechanism is based on
a modified-entry-first write-back scheme which considerably decreases TCAM entries
movements overhead and detects reordering cases with the help of efficient solutions.
However, none of the above approaches talk about network policy change and

management of flow rules in TCAMSs of switches.

Table 2.4: Summary of Memory Management Studies

C

Study Purpose Tools/Techniques | Description

Constructing | To optimize | Internet Backbone | It uses expresso heuristic to

optimal  IP | routing tables for | routing tables | minimize logic to compress

routing better TCAMSs | (MaeEast, AADS, | prefix-based match field

tables [110] | utilization MaeWest, Paix) which is generated by
- Optimal Routing Table

Constructor algorithm.

switch memory

Floodlight,
Daylight,
itch

Open
OV

" ACKDEMIC

It is based on intelligent
flow management strategy

which combines adaptive

SASIACALLS,

NS

proactive eviction

mechanism.

yze the OpenFlow 1.2, | It proposes a hybrid flow
timeouts effect of flow CAIDA/32 table management scheme
demystified | rule timeout Dataset, UNIV | that combines timeout
[114] value dataset value with explicit control
plane eviction messages to

reduce flow table size.
OPTree Optimal Flow C++, Binary | It addresses the problem of
[115] rule placement Search flow rule placement in

firewalls based on ACLs to
reduce the number of flow

rules in flow tables.
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Flowstat To propose Flow- | Mininet Network | Provides per-flow statistics
[116] rule  placement | Emulator, POX | to controller and improve
scheme to | SDN controller network performance by
maximize formulating max-flow-min-
number of flow cost to find optimal
rules in  the forwarding paths, flow
network rules computation and
redistribution.

Lossy To classify the | 10 Gigabit | Find a limited size classifier
g?mpr%s:;izt traffic for optimal | Ethernet port of a | which can classify a high
classifiers TCAM usage of | Cisco 6500 Layer3 | portion of traffic to
[119] switches switch, Wireshark | implement at switches of

optimal TCAM size.
TCAM, Switches | It presents a compression
mechanism  based on
random access for

forwarding tables where

ACADEMIC

dedicated variable-length

binary prefix encoding.

e

The summary of memory management studies is presented in in Table 2.4. These
studies show the efficient utilization the TCAM resources of switches. In [110] an
Expresso heuristic approach is proposed which is based on Optimal Routing Table
Constructor (ORTC) algorithm to optimize routing tables. Similarly, the research in
[113] represents effective switch memory management scheme for efficient TCAM
utilization. OPTree [115] and FlowStat [116] represent two flow rule placement
strategies to reduce the number of flow rules in flow tables of switches. In addition,
these flow rules are installed on optimal paths to avoid congestion in the network. In
[119-121] flow rules compression mechanisms are proposed for efficient memory
management of switches. However, these research works do not consider policy change

mechanism in addition to analyze packet violations.
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2.6 SDN Simulators and Emulators

To analyze the network performance instead of implementing a large experimental
testbed, there are two commonly used methods, these are called simulation and
emulation. The simulation method provides application environment where we can test
our implemented software program without real deployment. The emulation utilizes
software program to perform executions with real devices by interacting them as when
required. To analyze network performance by simulation is inexpensive, flexible,
controllable, and scalable as compared to emulator. In addition, the simulators allow
researchers to analyze and test network behaviors as per defined workload. In SDN,
with the development of OpenFlow protocol, the simulation tools have extended
support to additional network components for the testing and experimentation of

k applications. Moreover, network emulators based on

developed to test and analyze network applications,
[123], ofsoftswitch13 [124], Indigo Virtual Switch

son s o e LM s SCILX TICIN S

on one physical machine that allows network developers to configure, test and manage

s to create network topology for network scenario which
es, links and controller platforms. It supports research
and development, learning, prototyping, testing, debugging and any other task related
to networks experimentation on a computer. In basic implementation of Mininet, the
performance fidelity is not included. In Mininet-HiFi [126], these improvements are
implemented. It has also cluster edition prototype [127] and other releases include
Maxinet [128] and Mininet-CE [129] which fix the limitations of large-scale
implementation of SDN Emulations. Finally, two experimental frameworks for SDN
data centers are also developed, these are Datacenter in a box [130] and SDDC [131].
Distributed OF Testbed (DOT) [132] is a highly scalable emulator which provides
emulated network across cluster of computers that guarantees computation and network

resources to switches, hosts and links.
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OFNET [133] emulator provides built-in functionalities to test, debug, traffic
generation and monitoring tools which help researchers in debugging process. Virtual
Network Overlay (ViINO) [134] network emulation tool provides functionalities that
help to create arbitrary network topologies via Open vSwitches and virtual machines.
The overlay interconnection between Virtual Machines (VMSs) is provided by VXLAN
encapsulation [135]. EstiNet [136] provides benefits of both simulation and emulation
tools by offering each host with real Linux OS environment and any real application
program can run on a simulated host without any modification. FS-SDN [137] is a
simulator that is based on the FS [138] simulation platform and is developed in Python

language for realistic test and validation of standard networks.

OMNeT++ [139,140] is a network simulator which is developed in C++ language for

network modelin Itiprocessors and different distributed or parallel systems. It

for the simulations in SDN application environments
nents, basic switch functions, basic controllers and

xample, “PACKET IN”, “PACKET OUT”,

etwork simulator which is implemented in C++

can use OpenFlow switches. These switches are configurable with the help of

St 301 A GADEM e - AL

maintaining its flow tab

the behavior of a real controller. External modules can be
g”OFSwitchl13 [143] which brings compatibility with
OpenFlow 1.3.

Table 2.5: Summary of Network Emulators and Simulators

Name Language | Purpose Description

Mininet [30] | Python Network It provides a rapid prototyping workflow
Emulation | for SDN in addition to virtualization along
with Command Line Interface (CLI) and
API on one physical machine that allows
network developers to configure, test and

manage the whole network.
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Distributed Java Network This Emulator provides emulated network
OF Testbed Emulation | across cluster of computers that guarantee
(DOT) [132] computation and network resources to
switches, hosts and links.
OFNET Python Network It provides built-in functionalities to test,
[133] Emulation | debug, traffic generation and monitoring
tools.
VINO [134] | Java Network This tool helps to create arbitrary network
Emulation | topologies via Open vSwitches and virtual
machines.
EstiNet [136] | C Network It offers each host with real Linux OS
Simulation | environment, and any real application
program can run on a simulated host
without any modification.
This simulator is based on the FS [119]
simulation platform which is developed in
Python language for realistic test and
a C ligaliigemef s k
OMNeT++ C++ his™ “simulator™ is™ u n netwo
[139,140] Simulation | modeling, multiprocessors and different
‘() O distributed or parallel systems.
= Cis” Network This network simulator provides support
Simulation | to OpenFlow which help to program

network devices.

The summary of network simulators and emulators is presented in Table 2.5. It provides
a comprehensive overview of simulators and emulators which are developed in various
programming languages, like, C, C++, Java, Python etc. These tools help in developing
and simulating SDN applications in SDN environment.
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2.7 SDN Programming Languages

SDN programming languages consist of compilation and validation tools which are
helpful for the translation of high-level constructs into messages understandable by the

SDN controller API. Some SDN programming languages are explained in this section.

One of the languages is Frenetic [144,145] that is high-level language for the
programming of OpenFlow networks and is useful for the categorization and accretion
of network traffic. Moreover, it is also helpful for defining packet forwarding policies
on the basis of functional reactive combinator library inspired on Yampa [146] and its
implementation is based on FlapJax [147]. By providing frenetic runtime environment,
facilities pertaining to installation and querying low-level details are managed. In

addition, it pr ositional constructs which facilitate modular reasoning and

48] is the successor of the Frenetic, therefore, it carries
ary. Moreover, it has also capacity to compile ACL
etween controller and switch. In addition to it, for
run-time system of NetCore is designed. Nettle
is a low-level pgogramming hi apd
with events. It is qumwmlﬁ ngﬁmqjﬁrﬁ N S

programming discrete and continuous operations. Moreover, dynamic policies

g and load balancing are also generated through it. As it is
ofe, functions like time sensitive and varying can be
demarcated. Moreover, sequential operator provided by nettle can also be used for

creating compound commands.

Procera [150] is a high-level programming language that can be used to delineate
policies regarding networks. It is quite resourceful for the operators as it provides
expressive and extensible compositional framework. Moreover, it is also quite useful
for designing network applications which not only react to the events produced by
OpenFlow switches but also to the external events, for instance, a user authorization
and bandwidth usage. Procera was used in several campus networks as well as home
networks prototype deployments [151]. Flow-based Management Language (FML)
[152] being a high-level declarative language is based on non-recursive Datalog [153]

for handling network whose aim is to provide efficient and flexible policies. Moreover,
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it is also helpful for the operators as it provides them eminent management facilities for
configuring ACL policies straightforwardly. Flog [154] is an event-driven
programming that has adopted ideas from FML and Frenetic and it is based on logic
programming for SDN environment on the similar lines like FML. It is composed of
three components that are similar to Frenetic. These components include a mechanism
for network state collection, information processing and policy generation. Like
NetCore, Frenetic-OCaml [155] is also successor of Frenetic. It is beneficial in
providing mechanisms for network wide policy implementation. The NetCore is used
and is replaced with NetKat for forwarding decision. Moreover, its query language
permits querying statistics that include traffic and topology. The core language utilizes
the proactive flow rule installation and handles the low-level details of the switch to
controller. Being imperative programming paradigm-based language, Pyretic [11,156]

namic forwarding policies assists in developing network

ential and parallel operators provided by Pyretic, the
ified. In addition, it also offers the abstraction of
of virtual header.

consents

appl i(l:_a:?o nilSB?elln5 :: AQKQJEM! \go UZ$|;g Eﬁé@smlrm N S

ite competently. FlowLog has two versions, one is based on

checking can be applieg.q

ion for managing the three SDN tiers: Control Plane, Data

is built on packet handling capability of Frentic-OCaml. It

Plane, and Controller State. FatTire [159] SDN programming language is used for
writing fault-tolerant network applications. It is designed for the purpose of specifying
the path for packets routing and fault tolerance. By influencing the fast failover
mechanism provided by the OpenFlow standard, the fault tolerance mechanism is
produced by the language compiler. Moreover, it can also be helpful for the
programmer who by using regular expressions declaratively state the sets of necessary

paths.

NetKat [160-163] uses Kleene algebra with Tests (KAT) [164]. This programming
language is based on equational theory, for programming and reasoning about the
networks. A regular expression can be used for describing end-to-end paths and its

semantics is inspired by the NetKat. Moreover, NetKat is also beneficial for defining
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virtual topologies. Merlin [165-168] is composed of declarative language and is useful
for distributing and coordinating the policy implementation. Moreover, it is the network
management framework for programming the network policies, for implementation, it
uses Frenetic and OCaml as a core layer. Its run-time monitor is consumed for analyzing
the incoming and outgoing traffic on end-host. Being policy specification for SDN,
PonderFlow [169] aims to extend the Ponder language [170] for describing OpenFlow
flow rules. Ponder language is used to define management and security policies in
distributed systems. PonderFlow provides mechanisms for implementing access control

and network abstractions.

NOF [171] is a programming language with objective of enabling network application
to design the network according to the application requirements. It comprises sets of

these are categorized into three groups, namely, Matching,

be applied onto conventional network fields which
ing includes information about the services, that is,
long they will remain functional in the network.

peration helps to get the netWOrk state information, that is, link state, bandwidth

ge, transmission A?Q‘APEMTQ fIS)QtL:wT]' N S
program to other SD uages, b alsO "ofTers aft InterfaCe to" gerler eqe

commands for end-hg

configurations automatically. Kinetic [172] is a domain

Ips network operators to control the dynamic state of their
It also offers facilities to validate the accuracy of control
programs. The network policies may be stated with respect to Finite State Machines
(FSMs) that aids in encapsulating the dynamic state of network. Moreover, Kinetic also

inherits runtime features of Pyretic.

Table 2.6: Summary of SDN Programming Languages

Name Programming | Description
Paradigm
Frenetic Declarative It is high-level language for the programming of

[144, 145] (Functional) OpenFlow networks and is useful for the

categorization and accretion of network traffic.

Moreover, it provides compositional constructs
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which facilitate modular reasoning and enable code

reuse.

NetCore
[148]

Declarative
(Functional)

It is the successor of the Frenetic, therefore, it
carries enhanced policy management library.
Moreover, it has also capacity to compile ACL
policies and to handle the interaction between

controller and switch.

Nettle [149]

Declarative
(Functional,

Reactive)

It is based on low-level programming language
which deals with streams and not with events.
Moreover, dynamic policies including traffic
engineering and load balancing are also generated

through it.

Procera

“ACA

It is based on declarative Programming paradigm

Awhich contains a set of high-level abstractions that

elp in portraying reactive and temporal behaviors.

is a high-level declarative language is based on
-recursive Datalog [134] for handling network
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Flog [154] It is an event-driven programming that adopted
( ideas from FML and Frenetic and is based on logic
‘ programming for SDN environment on the similar

lines like FML.
Frenetic- Declarative It is beneficial in providing mechanisms for
acs:g]m I (Functional) network wide policy implementation. The core
language utilizes the proactive flow rule installation
and handles the low-level details of the switch to

controller.

Pyretic Imperative It helps in specifying the static and dynamic
[11,156] forwarding policies to assist in developing network

applications by utilizing the sequential and parallel

operators.
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FlowLog Declarative It is a declarative language for programming SDN
[157, 158] (Functional) network applications. Being a finite state language,
for the various types of analysis, the model
checking can be applied quite competently.
FatTire Declarative It is used for writing fault-tolerant network
[159] (Functional) applications.
NetKat Declarative It uses Kleene algebra with Tests (KAT) [145]. This
[160-163] (Functional) programming language is based on equational
theory, for programming and reasoning about the
networks.
Merlin Declarative It is based on declarative language and is useful for
[165-168] (Logic) distributing and coordinating the  policy
implementation.
NPonderFlow provides mechanisms for

implementing access control and network

Declarative S objective is to enable network application to

ACADEMIC-SOLUTIONS

Kinetic Domaj It helps network operators to control the dynamic
[172] g )Speci state of their network and it also inherits runtime
h ge features of Pyretic.

The summary of SDN programming languages is presented in Table 2.6. Different SDN

programming languages are developed to handle specific problems or to provide
specific functionalities in network applications in more refine and abstract manner. We
have described these languages along with their programming paradigms. These
languages help network administrators to implement access control, develop and test
network applications on the basis of low-level constructs as well as high level

abstractions.
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2.8 SDN Controller Platforms

The controllers are the brain of SDN networks and act as strategic control point. These
contain collection of modules that can perform different network tasks including
network topology, network statistics, etc. Different network applications like network
policies are installed on the controllers for data communication between end nodes. In

this section, we have discussed some controller platforms which are described below.

Beacon [173] is implemented in Java programming language and uses centralized
architecture. Moreover, it uses ad-hoc northbound API and Southbound API with
OpenFlow 1.0. It supports CLI and web Ul. In addition, it also supports multicommand
line threading and modularity functionality. It serves as basis of Floodlight. To

conclude, wit being developer friendly, high performance and with the

800 approaches, it has explored areas of OpenFlow
is a distributed control platform implemented in Go
ributed hierarchical architecture. It utilizes REST

| with OpenFlow 1.0 and 1.2. It utilizes Linux

AﬁAﬂﬁM S OLUTIGNS

REST northbound API and Southboun penFlow 1.3. It uses Linux

supports CLI and Web Ul. Moreover, it supports
a-geod modularity functionality with good consistency. Disco
[176] is implemented in Java programming language with a Distributed Flat
architecture. It utilizes northbound, Southbound and East/Westbound API with REST
with OpenFlow 1.0 and AMQP respectively. It supports Proprietary license. It has good
modularity with Limited documentation. The implementation of Faucet [177] is based
on Python programming language with a centralized architecture. It utilizes
Southbound API with OpenFlow 1.3. It employs Linux supporting platform and
supports CLI and WebUI. It supports Apache 2.0 license and multithreading with good

consistency.

Floodlight [178] is implemented in Java programming language with a centralized
architecture. It utilizes REST, Java, RPC and Quantum Northbound API and
Southbound API with OpenFlow 1.0 and 1.3. It utilizes Linux, MacOS and Windows
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supporting platform and provides CLI and Web UI. It supports Apache 2.0 license. It
supports multithreading and have a fair modularity with good consistency and
documentation. Flow Visor [179] is implemented in C programming language with a
centralized architecture. It utilizes JSON and RPC northbound API and Southbound
API with OpenFlow 1.0 and 1.3. It utilizes Linux supporting platform and supports CLI
interface. Moreover, it supports Proprietary license. It has no consistency; however, its
documentation is fair. HyperFlow [180] is implemented in C++ programming language
with a Distributed Flat architecture. It utilizes Southbound API with OpenFlow 1.0 and
East/Westbound API with publishing and subscribing messages. It supports Proprietary
license and multithreading and have no consistency. Kandoo [181] is implemented in
C, C++ and Python programming language with a distributed hierarchical architecture.
It utilizes Java RPC northbound API and Southbound API1 with OpenFlow 1.0-1.2 and

essaging channel. It utilizes Linux supporting platform and

ture. It utilizes JSON nortnbound API and Southbound API with OpenFlow

-1.4. 1t utilizes Liax mwg a [ngrt LQS ppgrtJ Ta! N S
license and multithire g n Vi 00 lar Ig'bo consiSterty.
However, its documeptation is limited. Maestro [183] is implemented in Java

o

XP| with OpenFlow 1.0. It utilizes Linux, MacOS and Windows

h a centralized architecture. It applies ad-hoc northbound

supporting platform and supports Web UI. It supports LGPL 2.1 license. It supports
multithreading and have a fair modularity with no consistency and its documentation is
also limited. MsNettle [184] is implemented in Haskell programming language with a
centralized architecture. It utilizes Southbound API with OpenFlow 1.0. It utilizes
Linux supporting platform and supports CLI. It supports Proprietary license and
multithreading and have a good modularity with no consistency and its documentation
is also limited. Meridian [185] is implemented in Java programming language with a
centralized architecture. It utilizes REST northbound APl and Southbound API with
OpenFlow 1.0 and 1.3. It utilizes cloud-based supporting platform and supports WebUI.
It supports multithreading and have a good modularity with no consistency and its

documentation is also limited.
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Microflow [186] is implemented in C programming language with a centralized
architecture. It utilizes Socket northbound APl and Southbound API with OpenFlow
1.0-1.5. It utilizes Linux supporting platform and supports CLI and WebUI. It supports
Apache 2.0 license and multithreading; however, its documentation is limited.
Nodeflow [187] is implemented in JavaScript programming language with a centralized
architecture. It utilizes JSON northbound API and Southbound API with OpenFlow 1.0.
It utilizes Node.js supporting platform and supports CLI. It supports Cisco license;
however, its documentation is limited. NOX [188] is implemented in C++
programming language with a centralized architecture. It utilizes ad-hoc northbound
API and Southbound API with OpenFlow 1.0. It utilizes Linux supporting platform and
supports CLI and WebUI. It supports GPL 3.0 license and multithreading (Nox-MT)
and have low modularity with no consistency. Moreover, its documentation is also
emented in C++ programming language with a distributed
API northbound API and Southbound API with
East/Westbound API with Zookeeper. It supports

Icense an g and have a good modularity with no consistency

documentation is limited.

oncs s s e DML G RQEWLIQNS

architecture. It utilizes REST and Neutron northbound API and Southbound API with
Flow @ di. @ astWestbound API with Raft. It utilizes Linux, MacOS and
ows-supRQrting«pfattorm and supports CLI and Web UI. It supports Apache 2.0

license and multithreading functionality and have a high modularity, consistency and
good documentation. OpenContrail [191] is implemented in C, C++ and Python
programming language with a centralized architecture. It utilizes REST northbound
API and Southbound API with BGP and XMPP. It utilizes Linux supporting platform
and supports CLI and WebUI. It supports Apache 2.0 license and multithreading
functionality and have a high modularity with good consistency. Moreover, its
documentation is also good. OpenDaylight [192] is implemented in Java programming
language with a distributed flat architecture. It utilizes REST, RESTCONF, XMPP and
NETCONE northbound API and Southbound API with OpenFlow 1.0 and 1.3 and
East/Weast bound API. It utilizes Linux, MacOS and Windows supporting platform
and supports CLI and Web UIl. It supports EPL 1.0 license and multithreading

functionality and has a high modularity with consistency and its documentation is also
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good. OpenlRIS [193] is implemented in Java programming language with a distributed
flat architecture. It utilizes REST northbound API, Southbound APl with OpenFlow
1.0-1.3 and East/Westbound API with custom protocol. It utilizes Linux supporting
platform and supports CLI and Web UI. It supports Apache 2.0 and multithreading
functionality and have a fair modularity with no consistency. Moreover, its
documentation is also limited. OpenMul [194] is implemented in C programming
language with a centralized architecture. It utilizes REST northbound API and
Southbound API with OpenFlow 1.0, 1.3, OVSDB and Netconf. It utilizes Linux
supporting platform and supports CLI. It supports GPL 2.0 license and multithreading
functionality and has a high modularity with no consistency. However, its

documentation is good.

PANE [195L in Haskell programming language with a distributed flat
[ thbound API, Southbound APl with OpenFlow 1.0
. It utilizes Linux and MacOS supporting platform

3.0 License and has a fair modularity with no

ncy and its documentation
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and GUI. It supports Apaghe 2.0 license and its documentation is limited. POX [31] is

&

d APl and Southbound APl with OpenFlow 1.0. It utilizes

ir. POF Controller [196] is implemented in Java

ogramming language with a centralized architecture. It

Linux, MacOS and Windows supporting platform and supports CLI and GUI. It
supports Apache 2.0 license; however, it does not support multithreading functionality
and have a low modularity with no consistency and its documentation is limited as well.
Ravel [197] is implemented in Python programming language with a centralized
architecture. It utilizes ad-hoc northbound API and Southbound API with OpenFlow
1.0. It utilizes Linux supporting platform and supports CLI. It supports Apache 2.0

license and its documentation is fair.

Rosemary [198] is implemented in C programming language with a centralized
architecture. It utilizes ad-hoc northbound API and Southbound API with OpenFlow
1.0, 1.3 and XMPP. It utilizes Linux supporting platform and supports CLI. It supports

Proprietary and multithreading functionality and has a good modularity with no
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consistency. Moreover, its documentation is limited. RunOS [199] is implemented in
C++ programming language with a distributed flat architecture. It utilizes REST
northbound API, Southbound API with OpenFlow 1.3 and Maple EastWestbound API.
It utilizes Linux supporting platform and supports CLI and WebUI. It supports Apache
2.0 license and multithreading functionality and have a high modularity with
consistency and its documentation is fair. Ryu [200] is implemented in Python
programming language with a centralized architecture. It utilizes REST northbound
APl and Southbound API with OpenFlow 1.0-1.5. It utilizes Linux and MacOS
supporting platform and supports CLI. It supports Apache 2.0 license and
multithreading functionality, moreover it has a fair modularity consistency and its
documentation is also good. SMaRtLight [201] is implemented in Java programming
language with a distributed flat architecture. It utilizes REST northbound API,
Southbou low 1.3 and BFT-SMaRt EastWestbound. It utilizes Linux

s CLI. It supports proprietary license and has no

ntation is also limited.

N [202] is implemente
itecture. It utilies #S®uthb 1A Wj n J It gutil i NS
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multithreading functiopality and consistency. Moreover, its documentation is also

9

. It utilizes ad-hoc northbound API and Southbound API with

C programming language with a centralized

plemented in C and Ruby programming language with a

OpenFlow 1.0. It utilizes Linux supporting platform and supports CLI. It supports GPL
2.0 License and has a good modularity, whereas it has no consistency. However, its
documentation is fair. Yanc [204] is implemented in C and C++ programming language
with a distributed flat architecture. It utilizes REST northbound API, Southbound API
with OpenFlow 1.0-1.3 capabilities. It utilizes Linux supporting platform and supports
CLI. It supports proprietary license and its documentation is limited. ZeroSDN [205] is
implemented in C++ programming language with a distributed flat architecture. It
utilizes REST northbound API, Southbound API with OpenFlow 1.0 and 1.3 and
ZeroMQ of East/Westbound API. It utilizes Linux supporting platform and supports
CLI and Web UI. It supports Apache 2.0 license. It has a high modularity and

consistency. Moreover, its documentation is also fair.
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Table 2.7: Summary of SDN Controller Platforms

[175

Java

" Script

Name Architecture | Language | Description
Beacon [173] | Centralized Java It uses ad-hoc northbound API and
Multi- Southbound API with OpenFlow 1.0.
threaded It offers high performance flow
processing capabilities using pipeline
threads and shared queues.

Beehive [174] | Distributed Golang It utilizes REST northbound API and
southbound API with OpenFlow 1.0
and 1.2 and uses Linux supporting
platform.

DCFabric Centralized C and | It utilizes REST northbound API and

southbound APl with OpenFlow 1.3
that supports Linux platform along
with CLI and Web Ul. Moreover, it
supports multithreading and have a
modularity functionality with good

ACADEMIE-SOLUTIO

Disco [176]

e

Distributed

laya

ic h

architecture which utilizes

northbound, southbound and

east/westbound API with REST with
1.0 AMQP

OpenFlow and

respectively.

Faucet [177]

Distributed

Python

It supports multithreading with good
consistency and utilizes Southbound
APl with OpenFlow 1.3. It utilizes
Linux and

supports CLI and Web Ul.

supporting  platform

Floodlight
[178]

centralized
multi-
threaded

Java

It supports multithreading and has a
fair modularity with good consistency

and documentation. It utilizes REST,
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Java, RPC and Quantum Northbound
APl and Southbound API with
OpenFlow 1.0 and 1.3.

FlowVisor Distributed C It provides functions to slice the
[179] network resources and is located
between guest controllers and
switching devices acting as a
transparent proxy to filter control

messages.

HyperFlow Distributed C++ It utilizes Southbound API with
[180]

OpenFlow 1.0 and East/Westbound
API with publishing and subscribing

messages. It supports Proprietary

license and multithreading and have
no consistency.

C++, | It utilizes Java RPC northbound API
Distributed Python and Southbound API with OpenFlow

ACADEMIC-SOI-UYTIONS

messaging channel It utilizes L inux

supporting platform and supports CLI

- ‘ ? Q/ and Proprietary license.
Loom [182] ~~==Bistributed Erlang It provides an experimental network

switch controller that implements the

OpenFlow 1.3.x and 1.4 protocols. In
addition, it offers scalability and
robustness for large scale

implementations.

Maestro [183] | Centralized Java It proposes a simple programming
Multi- model for programmers, and exploits
threaded parallelism along with additional

throughput optimization techniques
that supports multithreading and has a

fair modularity with no consistency.
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MsNettle Centralized Haskell It utilizes southbound API with
[184] Multi- OpenFlow 1.0 and Linux supporting
threaded platform in CLI mode. It supports
Proprietary license and has a good
modularity.
Meridian Centralized Java It utilizes REST northbound API and
[185] Southbound API with OpenFlow 1.0
and 1.3. Moreover, it uses cloud-based
platform and supports Web UI.
Microflow Centralized C It utilizes Socket northbound API and
[186] Southbound API with OpenFlow 1.0-

NOX [188]

15. It utilizes Linux supporting
platform with both CLI and Web Ul

modes.

JavaScript

It utilizes JSON northbound API and

Southbound API with OpenFlow 1.0.

It supports Cisco license, however, its
nt rgited.

tilfzes ad-hoC no nd a

NS

Southbound API with OpenFlow 1.0.

\—Q It supports Linux platform in CLI and
‘ Web Ul modes.

ONIX [189] Distributed C++ It utilizes Onix API, northbound API
Flat and Southbound API with OpenFlow
1.0 and OVSDB and East/Westbound

API with Zookeeper.
ONOS [190] | Distributed Java It utilizes REST and Neutron
Flat northbound API and Southbound API

with OpenFlow 1.0 and 1.3 and
EastWestbound API with Raft. It uses
MacOS
supporting platform and supports CLI
and Web ULI.

Linux, and  Windows
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OpenContrail
[191]

Centralized

C, C++,

Python

It utilizes REST northbound API and
Southbound API with BGP and
XMPP. It uses Linux supporting
platform and supports CLI and Web
UI. It supports Apache 2.0 license and
multithreading functionality and has a
high with
consistency.

modularity good

OpenDaylight

[192]

®

Distributed
Flat

Java

It utilizes REST, RESTCONF, XMPP
and NETCONF northbound API and
southbound API with OpenFlow 1.0
and 1.3 and East/Westbound API. It
MacOS Windows
supporting platform and supports CLI
and Web ULI.

utilizes Linux,

It utilizes REST northbound API,
Southbound API with OpenFlow 1.0-

DEMIG ROTHTIR

NS

supporting platform and supports CLI
and Web ULI.

 [Openiviet—<_ 1Z€ C It utilizes REST northbound API and
[194] Southbound API with OpenFlow 1.0,
1.3, OVSDB and Netconf. It supports

Linux platform in CLI mode.
PANE [195] | Distributed Haskell It utilizes PANE northbound API,
Flat Southbound API with OpenFlow 1.0

and Zookeeper East/Westbound API.
Linux and Mac OS
supporting platform and supports CLI.

It utilizes

It supports BSD 3.0 License and has a

fair modularity with no consistency.
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POF Centralized Java It utilizes Southbound API with

Controller OpenFlow 1.0 and POF-FIS. It utilizes

[196] Linux supporting platform and
supports CLI and GUI.

POX [31] Centralized Python It utilizes ad-hoc northbound API and
southbound API with OpenFlow 1.0.
It utilizes Linux, MacOS and
Windows platform.

Ravel [197] Centralized Python It utilizes ad-hoc northbound API and

southbound API with OpenFlow 1.0.
It utilizes Linux supporting platform

and supports CLI.

Centralized

It utilizes ad-hoc northbound API and
Southbound API with OpenFlow 1.0,
1.3 and XMPP.
supporting platform and supports CL1I.

It utilizes Linux

It utilizes REST northbound API and

ACADEMICSOLUTIO
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supporting platform and supports CL1I.

SMaRtLiT‘?

Java

It utilizes REST northbound API,
southbound API with OpenFlow 1.3
and East/Westbound API. It supports
Linux platform in CLI mode with
license and has

proprietary no

consistency.

TinySDN
[202]

Centralized

It utilizes southbound APl with
OpenFlow 1.0 and supports Linux
with CLI mode. It supports BSD 3.0
license and has no multithreading

functionality and consistency.

Trema [203]

Centralized

C, Ruby

It utilizes ad-hoc northbound API and
southbound API with OpenFlow 1.0.
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It supports Linux platform in CLI

mode.
Yanc [204] Distributed C, C++ It utilizes REST northbound API,
Flat Southbound API with OpenFlow 1.0-
1.3. It utilizes platform and supports
CLL
ZeroSDN Distributed C++ It uses REST northbound API,
[205] Flat Southbound API with OpenFlow 1.0

and 1.3. It supports Linux platform
with CLI and Web Ul modes.

The summary of SDN Controllers is presented in Table 2.7. These manage flow

via southbound APIs and the applications/business logic

intelligent networks. Based on the instructions (flow

nctionalities in duﬁ@rﬁ@EaMI@ths @*LM ‘;f)l @ NS

are discussed in secti

of libraries to test=arft implement network policies.

2.9 Summary

In this chapter, we have discussed and analyzed the existing research work related to
the identified research problem in detail along with the limitations. We organized the
existing research work into seven categories, and these include network testing and
verification, flow rule installation mechanisms, network security and management,
memory management, SDN Simulators and Emulators, SDN programming languages
and SDN controller platforms. Finally, we have shown each category in tabular form
by describing the purpose, tools/techniques, architecture and short description of each

technique.
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3.1 Introduction

In this chapter, the research problem of efficient handling of network policy change in
SDN is explained. In section 3.2, network policy change and flow rules installation
scenario in SDN is elaborated diagrammatically. Section 3.3 comprises composition
and formalization issues of network policies. These issues need to be resolved to

increase network efficiency.
3.2 Network Policy Change at Controller and Flow Rules Installation

Suppose an enterprise network based on SDN architecture as shown in Figure 3.1. The
network comprises five switches (SW1, SW2, SW3, SW4, SW5), six hosts (Host A,
Host B, Host C, Host D, Host D, Host E) and these are connected via point-to-point
address (10.0.0.0, 10.0.0.1, 10.0.0.2, 10.0.0.3, 10.0.0.4,
table which comprises source IP address (SRC),

n (ACT) and timeout value (TO) for a certain flow
network also N controller which is responsible for installing
ules at the switches based on the network policies. Initially all flow tables of all
s ae ey @A DEMIC-SOLUTIONS

communicate with Host =
its the first packet (say pktl) destined to Host C. After

In this case, Host A

__reaching firg
table of SW1 10

witch 1 (SW1), since there is no flow rule in the flow

pst C. Thus, pktl is stored at SW1 and a digest packet is forwarded
to controller. When controller receives the digest packet, it installs rules for the
communication from Host A to all switches (SW1, SW2 and SW3) along the path to
Host C. Similarly, if Host A wants to communicate with Host D, and Host B to Host
C, then controller installs the flow rules accordingly which is shown in Figure 3.1 (b).
Then pktl from Host A destined for Host C is forwarded along the path as shown in
Figure 3.1 (c). Suppose, Host A sends more packets (pkt2, pkt3) to Host C. All these
subsequent packets follow the same path without intervening controller as shown in
Figure 3.1 (d).

Suppose again that a new policy P is introduced at the controller at a time t> (such that
t> > t1). Let suppose network policy P1 defines that packet destined to Host C should
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not pass through SW2. After this modification at the controller, Host A transmits more
packets (pkt4, pkt5 and pkt6) destined to Host C. These packets (pkt4, pkt5 and pkt6)
are forwarded on the existing path (Host A-SW1-SW2-SW3-Host C) due to already
installed flow rules at switches along the path as shown in Figure 3.1 (e). This is a

problem because these packets (pkt4, pkt5 and pkt6) violate the new policy P1 (packets
destined to Host C should not pass through SW2).

Controller QL5
HostD
g, 10004
Host A
1000.1
po,, 2 A
= | Port] g Port3 Port 1 g Port 2 CJ
HostB swi . SW2 HostC
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(c) OpenFlow Network with Flow of Packets from Host A to Host C and Host D, and
from Host B to Host D Along the Path (SW1-SW2-SW3) at Time t1
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Figure 3. etwork Scenario of Network Policy Change

3.3 Composition and Formalization Issues of Network Policies

The network policies change with the passage of time due to change in application/user
requirements or network topology. The network applications need to access data from
various application platforms, servers, clouds etc. which may result in overlapping or
conflicting access to network resources due to the implementation of network policies.
To overcome these issues, the network policies need to be composed and formalized in
a way that conflicts or overlapping issues of access to network resources should not
occur. As in computer networks the network policies often change, so implementation
of this change is very critical and can lead to network outages.
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To resolve the above mentioned issues, our first proposed approach EPE [103]
represents network policies via matrices and then compares these matrices to detect the
change in network policies. However, this approach is inefficient with respect to access
time, cost and space (this is shown by both computing the complexity in Chapter 4 and
through simulation results in Chapter 5). It is due to that it requires all network policies
to compare one by one in each matrix which takes longer time especially in a
networking environment that experience frequent change in policies [206]. As a result,
it delays flow rules computation at controller in addition to installation and deletion of
these flow rules at data plane. Furthermore, because of this increased delay, the number
of packets violating the network policies are also increased which leads towards
network inefficiencies. In addition, in EPE [103] network abstractions are not assumed
for implementation of network policies which is an important aspect especially in this

ing abstraction for the network policies, it enables network

and manage network policies based on high level
nds. So, in order to address all these issues there is

which can effectively resolve network policies

s and overlapping along the composition issues of network policies. In

s s on AN I et @ LT T TONS

and Limitations of our Research Work

uSsed the cost and limitations of our proposed research
work as follows:

e In this research work, the focus is on reactive flow rules installation mechanism
due to its wide implementation and use in real networks. This is due to that; we
do not require prior knowledge of policy change. However, in proactive flow
rules installation mechanism the prior knowledge of policy change is desired.
Additionally, our proposed approaches can be more beneficial in proactive flow
installation because a smaller number of packets are violated during the
detection of policy change and the updation of flow rules. However, proactive
flow rules installation may be costly and can create congestion in the network
as well as at the controller in case of addition and deletion of large number of
flow rules. This is because, in proactive flow rules installation, the controller

needs to install flows for all nodes at data plane (i.e. at each switches/routers)
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in advance, regardless the data is to be sent for every host on the network. This
IS very expensive in terms of memory usage at data plane, traffic overhead
between controller and data plane, and processing overhead at controller. Thus,
reactive flow rule installation is preferred as indicated in [37-38], especially in
network environments where network policies change frequently.

In this research, hash table data structure is implemented at controller for
caching a copy of flow rules (before installing at data plane). The advantage of
this data structure is constant speed for lookup and storing flow rules in cache.
This becomes more apparent when the number of entries is large. Hash tables
are particularly efficient when the maximum number of entries can be predicted
in advance, so that the bucket array can be allocated once with the optimum size
and is never re-sized. Although, the cache is not infinite at controller to store
s. However, the proposed approaches cache flow rules at
ed to be powerful with large memory and high
dition, distributed controller platforms are also

scalability which can have more memory to cache

the large number flow rules.

s A CA DY E I SOPUTIO
because implementation mechanism of policy chan% etection and flow rule

NS

installation is pexformed at the controller. The controller is assumed to be

@

Orms [32-35] are also available to address issues of scalability in

memory and computing power. In addition, distributed

which the workload is dynamically shifted to allow the controllers to operate at
a load window that is specified in advance. In such systems, with the change of
load over time, the pool of controllers expands or shrinks as per requirements.
SDN has central point of failure problem due to centralized controller.
However, the central point of failure in SDN can be handled via implementing
distributed controllers, like [33-34]. These approaches deal with the issue of
fault-tolerance as follows. If one controller fails, another standby controller
can take over the responsibility. The proposed approaches of this work can
adopt any mechanism of distributed controller platforms to deal with the
central point of failure. Moreover, in [37] SDN multi-controller architectures

along with their distribution method and the communication system are
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discussed which are helpful in designing such kind of systems which deal with
the issue of fault tolerance.

e The implementation of this research is based on out-of-band communication.
After detecting the change in network policies and determining the already
installed flow rules that need to be deleted, the controller sends the commands
to data plane to delete these flow rules using out-of-band communication.
Thus, the flow rules are deleted in less time and a smaller number of packets
violate the policy in the proposed approaches. However, if in-band
communication is used between the controller and data plane, then the
proposed approaches will take longer time to remove the already installed flow
rules. Thus, in this case the proposed approaches will have a greater number
of packets violating the policy as compared to out-of-band communication

the existing approaches [52,58] the flow rules are purged

xpired. This duration is longer than the duration
mmunication to remove the already installed rules.

ork control points, so these control points need to

be installed at such place which should increase network performance and

reliability.cggz%;ggmi‘g;:%gjgtwdfsllw N S

with respe

ompared various

ed to find the best one for the said problem. In [43] the
ont for dynamic traffic flows is analyzed based on a combined
g€ement model such as placement of controller platforms and
communication between switch and controller. The proposed approach
optimized the problem by minimizing average flow setup time under dynamic
traffic conditions. The results suggest that average flow setup time for low flow
densities could reduce up to 50% in case of static placement and at high

densities flow setup performance is marginal.
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4.1 Introduction

This chapter presents proposed solution of the identified research problem. In section
4.2, solution of purging all flow rules in case of policy change is discussed which is not
an efficient solution. Section 4.3 includes deletion of only those flow rules which
conflict with the changed policies. Section 4.4 comprises proposed solution based on
matrix-based policy change detection and implementation. Section 4.5 includes graph-
based policy change detection and implementation mechanism for the efficient
handling of policy change at controller. Finally, on detection of policy change, flow
rules are deleted from the switches based on old policies and new flow rules based on

new policies are installed in addition to caching those flow rules at the controller.

4.2 Deletio

he flow rules from flow tables of all the switches in

is approach is quite ineffective because to purge all

nding digest packgftofhe va@rEMll)@e”&@ I’L@T’!@N S

example, in Figure 3.1 (

between Host A and

. If all flow rules are purged from all switches, then flow
d. After this, if another data packet destined to Host D

, SW1 will have no entry and sends digest packet to controller to
get flow rules. Thus, this incurs more traffic overhead and produces delay. In this
approach, all rules from all switches along the path are deleted when policy change is
detected at controller and new flow rules are installed according to new policy. It causes
traffic overhead and communication delays due to the frequent addition and deletion of

flow rules. This scenario is shown in Figure 4.1 (a & b).
4.3 Deletion of Conflicting Flow Rules

In case of network policy change, the second and proposed approach of this work is to
remove only those rules from the flow table of switches that are affected by the new
policy Pi1. For example, after deleting rules that are affected by Pi, the network
configuration is shown in Figure 4.1(c). For this, it is proposed that controller caches a
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copy of rules before installing at switches. When controller detects policy change then
it removes only those installed rules on switches which are affected by the new policy
P1 and installs new rules on the switches along the path based on new policy. This
scenario shows that controller deletes only those flows from SW1, SW2 and SW3
which are affected by policy P1. After this, when packet 4 is transmitted from Host A
to Host C, SW1 will have no rules and thus forwards digest packet to controller. Then
controller installs rules on SW1, SW3 and SW4 along new path according to new
policy. Further, all packets from Host A to Host C will follow the same defined path
without intervention of controller till the policy changes.

Host A .
10.0.0.1 g
l’orp 2 /QQ ' i3
- @ ;
A Portl i Port3 Port 1 ogPort 2
HostB SW1 ' SW2
10.0.0.2 K4 SRC | DST [ ACT [TO
) SRC | DST [ACT [TO| P Time
Time - 5
t-2 k
i
]
:1 la}
- £
i Port 2 Port] g <°
SW4 SWs
_ SRC | DST [ACT [TO||¥ o SRC | DST | ACT | TO
~—_Time A g  Time
t-2 -y w2
HostE HostF
10005 10.0.0.6

(a) OpenFlow Network Scenario in case of Policy Change at Controller and All Flow

Rules are Deleted
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(c) OpenFlow Network Scenario in case of Policy Change at Controller and only
Affected Flow Rules are Deleted and Installed

Figure 4.1: OpenFlow Network Scenario in Case of Policy Change and Flow Rules

Installation
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4.4 Matrix-Based Policy Change Detection and Flow Rules

Installation

In this research work, matrix-based policy change detection and flow rule installation
approach called “Efficient Policy Enforcement” (EPE) is proposed which caches flow
rules at controller before installing them at data plane (i.e. forwarding devices). When
a policy is updated at the controller, it is triggered to check that whether this new policy
affects the rules already installed at the switches/routers. If so, then those flow rules are
purged from the corresponding forwarding devices. For proposed scenario, it is
assumed that network policies are defined only based on destination IP address. Flow
rules generated by the controller may consist of many fields. For simplicity, flow rules
are represented in 5 Tuple <Source IP, Destination IP, Action, Timeout, SwitchID>.

Source IP dress of Source Host, Destination IP means IP address of

at what action (forward to the specified port or drop)
Timeout means after how many seconds flow rule

and SwitchID means which switch has respective

fDle switches via a pyretic policy based on abstract functions that
takes packet as input and returns a set of new packets. This return function depends
upon the below given functions:

e Return empty packet based on the drop

e Return single packet based on forwarding to new single location

e Return multiple packets based on multicasting, etc. [156]

In current presented scenario, flow rules are generated by the controller in 5 tuple
<Source IP, Destination IP, Action, Timeout, SwitchID> and installed at all switches
along the path. Based on policy representation file, after traversing a policy, say (match
(switch = ‘switchid’) & match (dstip = ‘ip’) >> policy, search for “switchid” in

SWITCH matrix and there can be following two cases:
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I. If the matching does not exist, then “switchid” is appended in a new row in
SWITCH, say “rowi”, and “ip” is appended in “rowi” in DESTINATION_IP
matrix and policy is appended in “rowi” in FORWARDING POLICY matrix

ii. Otherwise, “switchid” exists in SWITCH at a row, say “rowj”.

Then “ip” is appended in a new column at “row;” in DESTINATION IP matrix and
policy is added in a new column at “row;” in FORWARDING POLICY matrix.

(match(switch=SW1) & match(dstip=:10.0.0.3")>>fwd(2))
(match(switch=SW2) & match(dstip=10.0.0.3")>>fwd(3))
(match(switch=SW3) & match(dstip=10.0.0.3")>>fwd(2))
(match(switch=SW1) & match(dstip=:10.4.1.1")>>drop)

(match(switch=SW1) & match(dstip=10.4.1.1")>>fwd(3))

(match(switch=SW4) & match(dstip="*.* * **)>>fwd(3))

(match(switch=SW5) & match(dstip=°11.5.1.2")>>fwd(1))

4.2: Policy Repremne at Time t;

A #v A PAaPF=) 15 AT
(match(switch=SW1) & match(dstip=10.0.0.3")>>fwd(2)) 1 T l O N S

(match(switch=SW2) & match(dstip=:10.0.0.3’)>>drop)

- g (match(switch=SW3) & match(dstip=10.0.0.3")>>fwd(2))

(match(switch=SW1) & match(dstip=10.4.1.1")>>fwd(3))

(match(switch=SW4) & match(dstip=**.** **)>>fwd(3))
(match(switch=SW4) & match(dstip=10.5.1.1")>>fwd(2))

Figure 4.3: Policy Representation File at Time t

For example, after traversing first network policy from the policy representation file at
time instance ti, as shown in Figure 4.2, say, (match (switch = SW1) & match (dstip =
10.0.0.3” ) >> fwd (2)), the matrices are populated and shown in Figure 4.4(a). After
traversing next policy in Figure 4.2, say (match (switch = SW2) & match (dstip =
10.0.0.3”) >> fwd (3)), it is found that SW2 does not exist in SWITCH matrix, so SW2

is appended in new row, i.e. rows, in SWITCH matrix and destination ip is appended in
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DESTINATION _IP at “row.”. In addition, respective policy, fwd (3), is appended in
“row2” of FORWORDING_POLICY matrix. In this case, matrices are shown in Figure
4.4(b). Similarly, after traversing next network policies in Figure 4.2, matrices are

populated which are shown in Figure 4.4(c—g).

Suppose at time instance t2 (such that to > t1) policy pt2 is implemented which states
that packets destined to Host “10.0.0.3” should not pass through Switch “SW2”. This
policy is represented in pyretic language as: (match (switch = SW2) & match (dstip =
‘10.0.0.3”) >> drop). At time t», the set of network policies are added in policy
representation file as shown in Figure 4.3. Then, the proposed approach traverses the
policy representation file, the three matrices are populated according to policies which

are shown in Figure 4.4(h).

e,

SWITCH DESTINATION_ FORWARDING_
{5}1} IP (Dt1) POLICY (Dt1)
| I

Tui; tl ‘E?tlz‘[[-j ’[-j r[-j

(a) Matrices After Traversing First Polic$:‘rom Pty

CADEMIC SQIUTIONS

SWITCH  DESTINATION_ .
(Su) P !iDu} POLICY (Fu1)
| |
i | [ | [ |
) At _p = SWL || 10003 | | EwD2
Time t1 | © U1 SW2 10.0.0.3 FWD3

(b) Matrices After Traversing Second Policy from Pt;

SWITCH  DESTINATION_  FORWARDING
(St1) IP (Dr1) POLICY (Fu)

I
rl1r1rl1

At o Pﬂ: SW2 10.0.0.3 FWD3

e S | | josos | | fEoa

(c) Matrices After Traversing Third Policy from Pty
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SWITCH DESTINATION FORWARDING _
(5u1) IP (D) POLICY (Fu)

r—l—u l | I |
SWL | | 10003 10411 || FWD2 DROP

At Pt 1= W1 10.0.0.3

Time 1 sw | | 10003 ﬂ-

(d) Matrices After Traversing Fourth Policy from Pt;

SWITCH DESTINATION FORWARDING
(S) IP (Du) POLICY (Fu1)

I—l—\f 1 [ I 1
10003 10411 || PR FWDS

10.0.0.3

FWD3
ooy | EWD2

fter Traversing Fifth Policy from Pty

At _
Time tl Ptl_

DESTINATION FORWAERDING
IP (D) POLICY (Fu1)

r—l—\r 1 | I |
10003 10411 || FWD2 FWD3

SWL
At Ptlz gW2 10.0.0.3 FWD3 IONS
Time 1 SN | | [0S [ || [EWDE

swi | | JEEsEl ] | | Fvos

gs After Traversing Sixth Policy from Pty

SWITCH DESTINATION_ FORWARDING_
(511) IP (D) POLICY (Fu)

(g) Matrices After Traversing Seventh Policy from Pty
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SWITCH DESTINATION_ FORWARDING_
(St2) IP (D) POLICY (F:z)

J I |
[ | |
SWL | | 10003 10411 || FWD2 FWD3

At Pi=| W 10.0.0.3 DROP
Time t2 IS | | MOG3N M | | BN
swi | | [&&%#0 10880 | | rwos  Fwo:

(h) Matrices After Traversing All Policies from Pt,
Figure 4.4: Matrices for Detection of Policy Change

4.4.2 Matrix-Based Network Policy Change Detection

In order to detect network policy change, two matrices Pty and Pt, are compared as
shown in Fi ore specifically, it is done as follows:
cted via “Algorithm 4.1”. In this algorithm, we have

ty and Pt, at times t1 and t» respectively. These sets
STINATION_IP and FORWARDING_POLICY.
, ‘switch id’ is selecte e SWITCH matrix of Pt2 and respective entry is
ked from Pts. If gespeetivg e i d gt th gRé, 2 gfe rgehmy] f
both are equal, thenAgApﬁEM[g’. SQLM;I: lnmsN S

Pt1. Otherwise, the result is “Matrices are Not Matched” and

removed from the matri

g from the matrix Pt1. On the other hand, if there is no entry

atrices are Not Matched” and respective entry is noted. This
process is repeated until all matrices are traversed. Finally, entries are searched from
Pt: and noted in a new matrix. If the resultant Pty is equal to Pt> then it means that policy

is not changed otherwise policy is changed.
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Algorithm 4.1: Matrix-Based Policy Change Detection

Input: Pty and Pt; are set of matrices at time t1 and t2 respectively, say,
SWITCH = (SWy, SWy, ... ,SW,), DESTINATION_IP = (IPy, IPy, ..., IPy),
FORWARDING_POLICY = (R1, Rz, ..., Rn)
Output: Pt = Pty (Network Policy is Not Changed) OR Pt, !=Pt; (Network Policy
Changed)

. Bool Status = False

: Matrix_Index =0

. Matrix_Hashable_Struct = Dictionary ()

. Function Matrix_Log (*matlog)

Matrix_Index = Matrix_Index + 1

uct [ Matrix_Index] = Matrix

1
2
3
4
5. For Each Matrix in matlog Do
6
7
8

Mat_Value.Delete ()

e AREMIC SOLUTIO

NS

ex_1 From Pt1.SWITCH Do
Mat_Index_2][Mat_Index_1] =
at_Index_2][Mat_Index_1]) Then

14: For Each Mat _lad

16: Status = True
17: If ((Pt.DESTINATION_IP[Mat_Index_2][ Mat_Index_1] =
Pto.DESTINATION_IP[Mat_Index_2][ Mat_Index_1]) &
(Pte.FORWARDING_POLICY[Mat_Index_2][Mat_Index_1]=
Pt.. FORWARDING_POLICY[Mat_Index_2][Mat_Index_1]))
18: Print “Matrices are Matched”
19: Delete (Pt..SWITCH[Mat_Index_2] [Mat_Index_1],
Pt1.DESTINATION_IP[Mat_Index_2] [Mat_Index_1],
Pt;.. FORWARDING_POLICY [Mat_Index_2]
[Mat_Index_1])

20: End If
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21: End If

22: Else If (Pt..SWITCH[Mat_Index_2][Mat_Index_1] !=
Pt2. SWITCH[Mat_Index_2][Mat_Index_1]) Then
23: Print “Matrices are not Matched”
24 Matrix_Log (Pt..SWITCH[Mat_Index_2][Mat_Index_1],

Pt1.DESTINATION_IP[Mat_Index_2][ Mat_Index_1],
Pt;. FORWARDING_POLICY[Mat_Index 2]
[Mat_Index_1])

25: End If

26: Else If (Pt2.SWITCH[Mat_Index_2][Mat_Index_1] = NULL) Then
27: Print “Matrices are Not Matched”

28: Matrix_Log (Pt:.SWITCH[Mat_Index_2][Mat_Index_1],

TINATION_IP[Mat_Index_2][Mat_Index_1]
DING_POLICY[Mat_Index_2][Mat_Index_1])
[Mat_Index_2][Mat_Index_1]),
ION_IP[Mat_Index_2][Mat_Index_1],
Pt;.FORWA G_POLICY[Mat_Index_2][Mat_Index_1])

“" ACADEMIC SOLUTIO

End Inner

NS

34: Matrix_Log (Pt..SWITCH[Mat_Index_2] Mat_Index_1],
Pts. DESTINATION_IP[Mat_Index_2][ Mat_Index_1],
Pti. FORWARDING_POLICY[Mat_Index_2]
[Mat_Index_1])

35: End For Loop

4.4.3 Flow Rules Caching

The flow rules generated by controller are cached in a hash table [207] data structure.
In this proposed approach, Hash Function maps each destination IP address to a unique
bucket/slot in hash table and rules are stored at that bucket/slot. The Hash Table ranges

is set from 0 to 500 slots due to the limited number of Hosts/Switches which is kind of
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static table as the number of Hosts/Switches are known. In addition, Consistent Hash

Function [208] is also used due to the fact that every time when function is executed it

produces same output for an input, therefore, it helps to accurately find a certain flow

rule on a specific switch. The flow rules are cached in buckets/slots in a linked list data

structure which consists of 5-tuple form [source address, destination address, Timeout,

action, SwitchID]. When a policy change is detected at controller via Algorithm 4.1,

then based on the value of key (destination IP address), Hash Function is applied which

points to the specific slot/bucket. Based on the result of Hash Function, the flow rules

are deleted from switches via Modify-State message [209] and new flow rules are

computed and added in the bucket/slot accordingly.

For example, suppose Hash Function takes destination IP address as its parameter and

makes the imal numbers. After that, the it takes the modulus of that

s. In this way, flow rules a

10.0.03

10411

*F &R

10512

n index number. The table length is assumed to 500.
on the destination IP addresses for SW1, SW2, SW3

s, flow rules are also added at their respective

ached at controller and in case of policy change,

e are deleted/adwc WIDF fr slﬂe

UTIONS

Flow Rule

Index | (Source IP — Destination IP — Timeout
Value — Action — Switch)

]

001 10.0.0.1 — 100053 — 30 — Port2 - 5W1
002 10.002-104.1.1 - 30 —Port3 - SW2
003 10.0.0.4 — *** % _ 30 — Port3 — 5W3
408 10.0.0.5-11.512— 30 — Portl — SW4
400

Figure 4.5: Hash Table Implementation in Case of Matrix-Based Approach

4.4.4 Complexity of Algorithm 4.1

The Matrix-Based Policy Change Detection Algorithm “Algorithm 4.1” is analyzed

based on number of times instructions are executed. It consists of loops and statements

which check the detection of policy change via matrices. The matrices are “SWITCH”,
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“DESTINATION IP” and “FORWARDING POLICY”. Suppose “n” represents the
number of times a statement is executed, then the execution frequency of each statement

is given in Table 4.1.

Table 4.1: Complexity of Matrix-Based Policy Change Detection

No. of
Algorithm 4.1 Tlme-s
Instructions
Executed
Input: Pt; and Pt; are set of matrices at time t; and t2 respectively,
say, SWITCH = (SWy, SWo, ... ,SW), DESTINATION_IP = (IP,
IP,, ..., IP)), FORWARDING_POLICY = (Ry, Ry, ..., Rn)
Output: Pt; = twork Policy is Not Changed) OR
olicy is Changed)
1
1
X_Hashable_S nary () 1
unction Matrix_Log (*matlog)

For Each MatrArGtADEMIC SO LUTIONS

Matrix_Index = Matrix_Index +.1
Matix Hashap

»)

truct [ Matrix_Index] = Matrix n+1

- matvalue) n+1
10: For Each Mat_Value in matvalue Do n+2
11: Mat_Value.Delete () n+1
12: End For Loop
13: For Each Mat_Index_2 From Pt2.SWITCH Do n+2
14:  For Each Mat_Index_1 From Pt;.SWITCH Do (n+1)(n+2)
15: If (Pt2.SWITCH[Mat_Index_2] [Mat_Index_1] = (n+1)(n+1)

Pto.SWITCH[Mat_Index_2][Mat_Index_1]) Then
16:  Status = True (n+1)(n+1)
17:  If (Pt DESTINATION_IP[Mat_Index_2][ Mat_Index_1]= | (n+1)(n+1)

Pt,.DESTINATION_IP[Mat_Index_2][ Mat_Index_1]) &
Pt,.FORWARDING_POLICY[Mat_Index_2][Mat_Index_1]
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Pt FORWARDING_POLICY[Mat_Index_2][Mat_Index_1]))
18: Print “Matrices are Matched” (n+1)(n+1)
19: Delete (Pt..SWITCH[Mat_Index_2] [Mat_Index_1], (n+1)(n+1)

Pt1.DESTINATION_IP[Mat_Index_2] [Mat_Index_1],

Pt;.. FORWARDING_POLICY[Mat_Index_2][Mat_Index_1])

20: End If

21. End If

22: Else If (Pt.SWITCH[Mat_Index_2][Mat_Index_1] != (n+1)(n+1)
Pto.SWITCH[Mat_Index_2][Mat_Index_1]) Then

23: Print “Matrices are not Matched” (n+1)(n+1)

24 Matrix_Log(Pt:. SWITCH[Mat_Index_2][Mat_Index_1], (n+1)(n+1)

Pti. DESTINATION_IP[Mat_Index_2][ Mat_Index_1],
Pti.FORWARDING_POLICY[Mat_Index_2][ Mat_Index_1])

25:

t_Index_2][Mat_Index_1] = NULL) | (n+1)(n+1)

(n+1)(n+1)
Matrix_Log (Pte.SWITCH[Mat_Index_2][Mat_Index_1], (n+1)(n+1)
oG ABDERG-SOLUTIONS
Pt;.FORWARDING_|
[Mat_Index_2][Mat_Index_1]), (n+1)(n+1)
‘ _IP[Mat_Index_2][Mat_Index_1],
h RDING_POLICY[Mat_Index_2][Mat_Index_1])
30: End If
31: End Inner For Loop
32: End Outer For Loop
33: For Each Mat_Index_2, Mat_Index_1 from Pt;.SWITCH, n+2
Pt1.DESTINATION_IP, Pt.FORWARDING_POLICY Do
34: Matrix_Log(Pt:.SWITCH[Mat_Index_2] Mat_Index_1], n+1
Pt:.DESTINATION_IP[Mat_Index_2][ Mat_Index_1],
Pt;.FORWARDING_POLICY[Mat_Index_2] [Mat_Index_1])
35: End For Loop
Total Complexity =13n?+ 36n + 31
Worst Case Complexity = O(n?)
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4.5 Graph-Based Policy Change Detection and Flow Rules
Installation

In this research work, the network policies are represented in 6 tuple <Source,
Destination, Protocol, Ports, Service Function Chain, Action>. These policies are
traversed into the policy implementation file, which is then passed to the controller. The
controller computes a multi-attributed graph, G = (V, E, a, B).
Here:

e Vs finite set of vertices which consists of three types, that is, Source,

Destination and Service Function Chain Sequence.
e Anedge in G is represented by E which consists of a communication link (v1,

V2) between two vertices (v1, V2 € V).

es of attributes of vertices, namely, Endpoint Group (Eg)

in sequence (S).
g denotes an Endpoint Group (EPG) and S denotes
nce. An EPG comprises collection of Endpoints

(EPs). An EP is a minimu straction unit for which a policy is implemented,

o Al i MG SCILUTIQONS

gaed a label, e.g., FCL, STF, LMS, WBS as shown in Figure

fip predicate is the Boolean Expression over all labels. In

predicate is assj

sequences for the network function boxes, for example, FW
and LB to handle network communication. The composed graph shows which
communication is allowed between network endpoints and what S sequence is
required for that communication.

e [} consists of two attributes of an edge, namely, Brrotocol and Prorts. The Brrotocol
represents the attribute of an edge that comprises values of TCP or UDP or its
value can be ANY (which consists of both TCP and UDP traffic). The Brorts
represents another type of edge attribute that comprises a set of destination port
numbers of applications, that is, Bports represents set of integer values or ANY
for a policy.

The system model of this research work is whitelisting, it means that by default no

communication is allowed between the EPs. Moreover, in this work, reactive mode of
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flow installation mechanism is assumed in which the controller computes flow rules in
on-demand fashion. More specifically, when a flow is generated, the controller
computes the flow rules for that flow by using the network topology and network
policies. It then installs flow rules at the switches along the shortest computed path and
caches a copy of flow rules in a Hash Table data structure. Suppose, later on, policy
change is triggered, then the controller computes the multi-attributed graph and policy
change is detected via our proposed graph matching algorithm (that is Algorithm 4.2).
If there is no change, then no action is required, it means that network is running as per
up-to-date policies. Otherwise, the proposed approach finds out that whether changed
policies are conflicting with the flow rules cached at the controller or not. If matching
is found, then these are called conflicting flow rules. Otherwise, the flow rules are called
non-conflicting. In this case, we can say that new policy is added for the Source and

isting ones. Thus, if there is no conflict, it means that new

the existing ones. Otherwise, the proposed approach
e flow tables of the switches along the shortest path
re conflicting with the changed policies. Finally,

w rules and shortest pa

e e S ADEMIC"SOLCUTIONS

controller for furthe

computed as per new policy and these newly

Let us disc w solution stepwise which is represented in Figure 4.9. In first
i etwork policies as per our network scenario in a policy file, say
at time t1 and pass the policy file to the controller. We represent these policies via a
multi-attributed graph (say Gi), where, G1 = (V1, E1, o, p1).
Here:
e Vi isfinite set of vertices at time t1 such that, V1 € V. These vertices consist of
Sourcey, Destination; and S; sequence.
e An Edge in Gy is represented by E: which consists of a communication link
(V1,, V2,) between two vertices (v, V2; € V1).
e oy consists of two types of attributes, namely, EndPoint Group (Eg,) and S:
sequence. Here, a1 = Eg; U Si1, where Eg: denotes an EPG; and Si denotes

service function chain sequence to handle network traffic by network function

boxes (FW and LB). The composed graph G: at time t1 shows that which
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communication is allowed between network EP: and what S; sequence is

required for the communication between Source and Destination.

e Paiconsists of two attributes of an edge, namely, Berotocol; and Brorts;. The Berotocol
represents the attribute of an edge that comprises values of TCP or UDP or
ANY, where ANY represents both TCP and UDP traffic. Moreover, the Brorts,
represents another type of attribute of the edge that comprises a set of
destination port numbers of applications. Here, Brorts; consists of a set of integer

values or ANY for a policy.

In second step, it installs flow rules in flow tables of the switches along the shortest
computed path. In third step, it caches a copy of flow rules in a hash table data structure
at controller. In fourth step, suppose, later, say at time to, policy change triggers, then
e multi-attributed graph (say G2), where, G2 = (V2, Ez, a2,

time to, such that, V2 € V. These vertices consist of

ource, Destination; guence.

e R ERC SOTUTIONS

V2,) betwee

a2 consists of tyesypes of vertex attributes, namely, EndPoint Group (Eg2) and

g, U Sz, where Eg, denotes an EPG; and S; denotes

On chain sequence to handle network traffic by network function
boxes. The composed graph G at time t, shows that which communication is
allowed between network EP2 and what S sequence is required for that network
communication.

e Bconsists of two attributes of an edge, namely, Berotocol, aNd Brorts,. The Brrotocol,
represents the attribute of an edge that comprises values of TCP or UDP or
ANY, where ANY represents both TCP and UDP ftraffic. Moreover, the Bports,
represents another type of an edge attribute that consists of a set of destination

port numbers of applications. Here, Brorts, cONnsists of a set of integer values or

ANY for a policy.
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In fifth step, new flow rules and shortest path are computed between Source, and
Destination, as per new network policies. Moreover, the newly computed flow rules
are installed along the path in the flow tables of switches and cached at controller for

further processing. The overall proposed solution is presented in Figure 4.6.

High Level Policies [ Network Topology

(P1. Py, PPy | | (Switches Links, Hosts)
User Intents

SDN CONTROLLER
Host Tracker | Policy Enforcement | Path Computation | Hash Table

L

Graph Composition at Time t; Graph Composition at Time t;
N C Shortest Path and Fl
: ompute st and Flow
Graph Matching Rules
NS
Dt oy 8 Install Flow Rules : N S
Compute Shortest Path and Flow _
Rules
. Install Flow Rules
— ]
e

Figure 4.6: Graph-Based Proposed Solution
45.1 Graph-Based Policy Representation

In graph-based proposed solution, the network policies are represented in 6 tuple <
Source, Destination, Protocol, Ports, Service Function Chain, Action > and multi-
attributed graph is constructed with the help of PGA for the composition of these
policies. In traditional networking environment, the network policy implementation
process is largely manual and network administrator translates high level policies into
low level commands to implement these policies on network devices. Due to this
distributed and manual policy implementation process, policy change takes lot of time

and suffers inefficiencies, like, policy overlapping, policy conflicts etc. These issues
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become worse in automated network environments, for example, SDN applications in
Enterprise networking environments, Network Functions Virtualization (NFV), cloud

infrastructures etc.

Consider, an example of three network policies to understand the above-mentioned
policy composition issues. Suppose we have three network policies to be defined at
controller as follows:

Policy-1 (P1):

Faculty has access to LMS server via TCP Port 20 through FW and LB Service
Function Chain

Policy-2 (P2):
Employees (Faculty and Staff) have access to the servers via TCP Ports 20, 25, 80

through F n Chain
Polj

ff via TCP Ports 20, 25, 80, 587, 993 through FW

ction Chai

ve three policies (P1, P2, P3

oo <oy A DEMI G, SOLUTIONS

Ps = <Faculty, Staff, T (20, 25, 80, 587, 993), FW, Permit>

e represented in 6 tuple as:

n policies P1 and P, because through P1 only Faculty can access
LMS Server and Staff cannot access it. However, through P, Staff can access all Servers
including LMS. So, there is policy conflict between P1 and P2, as, through Py access is
denied and through P2 access is permitted. Similarly, both Policies P1 and P. also
overlap, because by using P1 Faculty access is Permitted to LMS via TCP Port 20 and
in P2 Employees access is permitted to LMS including all Servers via TCP Ports 20,
25, 80. Here, Employees also include Faculty. The third policy Pz is conflict free and
non-overlapping, because it has no conflict and overlapping with other two policies. To
implement these policies correctly, we need human operator who manually composes
these policies into a composite policy via IF-THEN-ELSE in a program. This is shown

below in an SDN program:
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If_match (SRC = Faculty, DEST = LMS, PROT = TCP, PORT = 20)
Permit FW>>LB Service Function Chain

Else If_match (DEST = LMS)
Deny

Else If_match (SRC = Employee, DEST = Servers, PROT = TCP, PORT = 20,25,80)
Permit FW Service Function Chain

Else If_match (SRC = Faculty, DEST =Staff, PROT = TCP, PORT = 20,25,80,587,993)
Permit Bidirectional

These network policies can also be sketched with the help of Policy Whiteboarding and

Set Operator [210] as shown in Figure 4.7. It shows that Faculty is part of Employees

and LMS is p rs. So, Faculty is subset of Employees and LMS is subset of

Source Service Function Destination

Protocol: TCP Chain
Ports: 20
Faculty FW — LB—
n N .
Protocol: TCP I O N S

. a

@ Ports: 20,25.80 W

TTe—— Protocol: TCP
Faculty Ports: 20,25 80,587,003 FW

Figure 4.7: Policy Whiteboarding

The above three policies are expressed correctly via graph composition as shown in
Figure 4.8. It shows that faculty can access LMS via two function boxes forming correct
service function chains required by both policies. As there is no relationship between
Staff and LMS, so this is basically correctly implementing exclusive access to LMS
which is required by P1. The other Servers excluding LMS are denoted by Set Operator
Difference (*-’), which allows communication with all Employees along with Faculty.
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Source Service Function Destination
Protocol: TCP Chain

FW — LB [—

=
2
%
23
S g
FW |58 W
8
Protocol: TCP Serv
Employee "\ Ports: 202580 [ e

Faculty LMS

Figure 4.8: Graph Composition

very useful to express policies naturally and leverage
to do automatic composition. PGA [58, 210] has
ables users to easily specify and naturally draw

olicies. The general PGA system architecture

urramansiy A BN e SCITMLETINS

These graph-based policies are further sent to the Graph Composer through a PGA User

this con

agrams to capture ne

fixing all Errors/Conflicts. Figure 4.9 shows that each membership predicate is

specified as a label, for example, LMS, Faculty, Staff, etc. which can be a Boolean

Expression for all Labels.

Abbreviations:
TNT: Tenants
EMP: Employees

FCL: Faculty
STF: Staff

SRV: Servers
WBS: Web Server
LMS: Learning

Management System
LCN: Location

CMP: Campus
DC: Data Center
ST-A: Site A

ST-B: Site B

Figure 4.9: Input Label Namespace Hierarchy
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Protocol: TCP
Portz: 20.25,80

Protocol: TCP
Ports: 20,25,80,587,993

Abbreviations:

FCA: Faculty.Site-A

STB: Staff Site-B

FW WDC: Web ServerData Center
LDC: LMS Data Center

Protocol: TCP
Portz: 20
LB

Figure 4.10(a) Composed Graph based on Label Namespace at Time t;

FW

Protocol: TCP
Ports: 20,25,80

FW

Protocel: TCP Protocel: TCP
Ports: 20,23,80,587,593 Ports: 20,253,580
Fw

FW

Protocol: TCP
Ports: 20,2580

FW

Protocol: TCP
Portz: 20, 80
LB

ased on Label Namespace at Time t2

ode for flow installation, therefore, controller installs the
e when a flow is generated in on-demand fashion. When
duest from data plane to compute the flow rules for the flow,
controller computes flow rules based on network topology, network policies, and other
application requirements. After this, as per proposed approach, it caches one copy of
the flow rules at controller and installs the flow rules at the corresponding switches

along the shortest path.

We have used Hash Table data structure [207] for caching flow rules at controller which
maps keys to unique buckets/slots. It uses Hash Function to compute an index into an
array of buckets/slots which helps to retrieve the desired flow rule. In this proposed
approach, we express keys and buckets/slots as tuples. The key tuple consists of
network policies in 6 tuple <Source, Destination, Protocol, Ports, Service Function

Chain, Action> while the bucket/slot tuple comprises of Flow Rules in 5 tuple, that is,

95



<Source, Destination, Shortest path between Source and Destination, Action,
Timeout>. In simulation environment, we choose Hash Table length of 10000 (O to
9999) slots due to the limited number of nodes (Hosts/Switches). Moreover, we have
used Consistent Hash Function [208] as it produces the same output for a specific input
every time when Hash Function is executed. It in turn helps to track specific flow rule
against a defined network policy more accurately. Whenever any change in policy is
detected via Algorithm 4.2, then as per key tuple, Hash Function is executed which
points to specific bucket/slot. Based on Hash Function result, respective flow rule is
deleted from the Hash Table of controller. Moreover, as per new policy, new flow rules
are computed and installed along the shortest path in addition to caching these flow
rules at controller. Figure 4.11 shows that hash function is applied based on key tuple,
which points to specific bucket/slot for caching flow rules at specific index in hash

e
Buckets/Slots

ACL Policies Flow Rule
=Source — Destination — Protocol — Port — Service Index | (Source — Destination — Shortest Path —
Function Chain— Action> Action — Timeout)
Faculty — LMS — TCP— 20 - FW, LB — Permit 0000
Employees — Servers — TCP - 20,25.80 — FW — Permit Hash QLS Escu it Mo et dernat 60

0002 | Employees — Servers — Path — Permit — 65535

Function

Faculty — Staff - TCP— 20,25,80,587,993 — FW — Permit T [ P S

Figure 4. ing based on Graph-Based Approach

4.5.3 Detecting Policy Change via Graph Matching

Network policies change with the passage of time as per requirements of tenants or
change in application environment. The multi-attributed graphs for the network policies
at two different time instances, say, at time t1 and t> are computed respectively. The
whole network policy composition and computing process is shown in Figure 4.6. The
graph at time t1 is shown in Figure 4.10(a) which is composed on basis of three network
policies (P1, P2, P3). At time t2 policy changes which states that LMS is also accessible
via port 80, then the composed graph is shown in Figure 4.10(b). After this, these two
graphs are compared by using graph matching algorithm 4.2 in order to detect that

whether the network policies are changed/modified or not. By change it means whether
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the policies are modified, deleted or new policies are added. The matching is performed
as follows.

Suppose a directed multi attributed graph G = (V, E, Ry, Re) which is defined by 4 tuple.
Here, V is a finite set of vertices and E is finite set of edges. These vertices and edges
are associated with attributes that define their properties. In graph G, Ry is set of vertex

attributes and Re is set of edge attributes. Here:

V is finite set of vertices which consist of three types, that is, Source,

Destination and Service Function Chain

e ECVxVisasetofdirected edges. Here, an edge E consists of a communication
link (v1, v2) between two vertices (vi, V2 € V)

e RyC V x Ayis arelation associating attributes to vertices, that is, Ry is the set

h that vertex v; is attributed by A

ion associating attributed to edges, that is, Re is the
that edge (vi, vj) is attributed by A

ph similarity is defined for two multi-attributed graphs Gi = (V1, Ry,, Re,) and

-5 NECAD ENICSOEUTIONS

that ViN Vo=@ and E

the graph similarity vigermmatching each vertex with an empty set of vertices of the other

on of common features (vertices, edges, vertices attributes,
edges attribut® 70th graphs are identified to measure the similarities between both
graphs [211, 212]. The following definitions are used in graph matching via graph
isomorphism with the help of exact graph matching which is used in detection of change
in network policies. In scenario of this work, the graphs are generated at time t; and at
time to based on network policies. Researchers intend to find instances of graph at time
t. within graph at time t> allowing additional edges which is called graph
monomorphism. Finding instances with no additional edges is called subgraph
isomorphism and finding one-to-one mapping for all nodes and edges is called graph
isomorphism. The intention is to exploit concept of graph isomorphism for detection of
policy change at different instances of time.

Definition 1: Suppose G = (V, E, a, B) which represents directed and multi-attributed

graph for communication at time t1 where:
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e Visa finite set of vertices

e E S V x V is set of edges and e(i, j) shows a directed edge which is
communicating from vertex i to j

e a:V->Ayisa function which assigns unique attributes to each vertex in G such
that a(i) # a(j)

B: E > Acis a function which assigns unique attributes to each edge in G.

Definition 2: A subgraph of G with V1 € V is represented by S(V1) = (V1, E N V1 x
V1, 0, B)

Definition 3: A function f: V1 > V2 is a graph monomorphism from graphs Gi= (V1,
E1, a1, B1) to G2 = (Va2, E2, a2, B2), iff:

= (v1, vj) € E and e1= (f(vi), f(vj)) € Ex

is a subgraph isomorphism from graphs G to G,

tisfies definition 3 and additionally for every edge following conditions hold.

- ACADEMIC SOLUTIONS

e1 = F1(vai) x F(vz)-e Ewith v(ea)miugs)

_ Definition V2 is a graph isomorphism from graphs G; to Gy, if, f

is bijective fu nd it satisfies definition 4.

In this research work, Graph Isomorphism Approach is adopted which is based on
divide and conquer principle. At first, two Graphs G (input graph) and G2 (model
graph) are taken which are generated on the basis of network policies that are
implemented at times t; and t2 respectively. These policies are represented with the help
of graphs in Figure 4.10. The model graph is partitioned into disjoint subgraphs and
subgraph isomorphism is checked for those disjoint subgraphs within the input graph.
These graphs are merged to provide subgraph isomorphism of the full graph. Starting
from full model graph G, set V is divided into two separate sets, such that, V = Vi U
V2. The matching module is applied on both subsets S(V1) and S(V2). The outputs of

partial matching modules are sent to merge module for subgraph isomorphism, if
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possible. The V1 and V- are further subdivided till single vertex is reached. In this way,

hierarchy of partial matches are formed with respect to binary tree.

The overall matching algorithm works based on four categories of nodes as given in
Algorithm 4.2. At topmost of hierarchy in nodes is the input-node, the 2" highest node
is A-vertex-checker, 3™ one is E-subgraph-checker and the 4™ one is m-model-nodes.
The input-node is the entry point of matching algorithm. There are multiple edges from
the input-node to the A-vertex-checker. At the time of execution, the input graph is
forwarded to A-vertex-checkers, which is quite simple matching mechanism. Every A-
vertex-checker characterizes a specific attribute of a vertex in model graph which is
attributed by A-vertex checker, if a(v) = A. A-vertex-checker takes vertices of input
graph from input-node. If the input vertex has attribute ‘A’ then it is locally stored and
t nodes. Each A-vertex-checker has a single or multiple

odel-nodes or E-subgraph-checkers. The 3" type of

at contain minimum of two vertices and one edge.

have two er A-vertex-checker or E-subgraph-checker. Each

aph checker has two par odes which are either A-vertex-checker or E-

graph_ChECkertWCADEMIC SO LUTIONS

The graph denoted by Esgubgraph-checker consists of two graphs of its parent nodes

@ d by graphs gi (Vi, Ei, ai, Bi) and g; (Vj, Ej, 0j, Bj) then the
oraph-checker n is given by gk (Vk, Ex, ak, Bx) with Vk=V; U

Vj and Ex = Ei U Ej U E. Here, E is the collection of edges linked to nx.any edge e € E
is either an edge from gi to gj or from gj to gi. At execution time, the E-subgraph checker
nk will receive instances t; of gi and instances tj of g; from its parent node and tries to
merge them into an instance tx for gk. The two instances can be combined if they are
disjointed and the edges specified in E exist between t; and tj. In addition, no edge exists
in the input that is not specified by E. If both conditions are satisfied, then ti and tj will
be concatenated and tx is an instance of gk. Each new instance is locally stored and
forwarded to all descendant nodes. The m-model-nodes are the last type of node which
is connected to just one parent node. The graph represented in parent node is identical
to model m. So, any instance found in parent node is sent to the m-model-node where
it is stored as an instance of model m. The exact graph matching is shown in Algorithm
4.2,
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Input: Input Graph and Model Graph at times t; and t2 respectively
Output: Graphs are Matched OR Graphs are NOT Matched
1: Procedure GraphMatch (G= (V, E, a, B))

2:.GE=E > E is the edges of the Input-graph which are accessible globally
Module-1

3: For Each Attribute-Vertexv eV Do > Input nodes of the graph
4: For Each Attribute-Vertex-Monitor Do

5: Call Attribute-Vertex-Monitor (v)

6: End Inner For Loop
7: End Outer For Loop

onitor (v) > Checking vertices for matching

> Arr represents instance of graph G

store Ar in the Local-Memory

uzuno A @ADEMIC SOLUTIONS

If n is Edge-Sgraph Then
Call Edge-#grgph-Monitor (Ar) Then

16:

f=tM0del-Node Then
17: Call M-Model-Node (Ar)
18: End If
19:  End For
20: End If
Module-3
21: Procedure Edge-Sgraph-Monitor (Ar) > Checking subgraphs for matching
22:  If called by Left-Parent-Node Then
23: For Each instances Ar, € Local-Memory of Right-Parent
24: If Arr and Ary are disjoint And V (X, y, A) € E edge ‘e’ exists, such that

e =(Ar[X], Ang [y] € GE & v(e) = A And there exists no additional edge
Then
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25: Anew = A+ Arg I>The instances of G are concatenated

26: Save Anew in Local-Memory

27: For Each Descendant-Node n

28: If n is Edge-Sgraph-Monitor Then
29: Call Edge-Sgraph-Monitor (Anew)
30: End If

3L If n is M-Model-Node Then

32: Call M-Model-Node (Anew)

33: End If

34: End For

35: End If

36: End For

37:

ode Then

Local-Memory of Left-Parent

If Arand Arr| And V (x,y, A) € E edge ‘e’ exists, such

that e=(Ar[X], Arr [y] € GE & v(e) = A And there exists no

i ADEMIC SOLUTIONS

Anew = Ar F Am STne n

44. If n is Edge-Sgraph-Monitor Then
45: Call Edge-Sgraph-Monitor (Anew)
46: End If

47: If n is M-Model-Node Then

48: Call M-Model-Node (Anew)

49: End If

50: End For

51: End If

52: End For

53: EndIf
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Module-4

54: Procedure M-Model-Node (instance Arr) >>Storing instance of Model Graph
55: Save Arr in Local-Memory

56: Print the new instance A of the Model M

Table 4.2: Complexity of Graph-Based Policy Change Detection

No. of Times
Algorithm 4.2 Instructions
Executed
Input: Input Graph and Model Graph at times t; and t> respectively
Output: Graphs are Matched OR Graphs are NOT Matched
1: Procedure GraphMatch (G= (V, E, a, B)) 1
es of the Input-graph which are 1
Do ©Input nodes of the n+2

“LLBCADERIC SOLUTIONS

End Inner For Loop

Module-2

8: Procedure Attribute-Vertex-Monitor (v) >Checking vertices 1

for matching

9: If a(v) = A Then 1
10: Ax[0] =v > Ar represents instance of graph G 1
11: store Ax in the Local-Memory 1
12:  For Each Descendent Node n n+2
13: If n is Edge-Sgraph Then n+1
14: Call Edge-Sgraph-Monitor (Ar) Then n+1
15: End If

16: If n is M-Model-Node Then n+1
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17: Call M-Model-Node (Ar) n+1
18: End If
19:  End For Loop
20: End If
Module-3
21: Procedure Edge-Sgraph-Monitor (Ax)  >Checking 1
subgraphs matching
22: If called by Left-Parent-Node Then 1
23: For Each instances Ar, € Local-Memory of Right-Parent n+2
24: If Arr and Arry, are disjoint And V (x, y, A) € E edge ‘¢’ n+l
exists, such that e =(Ar[X], Arg [Y] € GE & v(e) = A And
Kional edge Then
The instances of G are concatenated n+1
n+l
For Each D@s ode n (n+1)(n+2)
If nyis Edge-Sgraph- itor ,The +
ACABEMIC SOLUTIONS
End If
Ifn Model-Node Then (n+1)(n+1)
32 C del-Node (Anew) (n+1)(n+1)
33: End If
34: End Inner For Loop
35: End If
36: End Outer For Loop
37 EndIf
38: If called by Right-Parent-Node Then 1
39: For Each instance Ar, € Local-Memory of Left-Parent n+2
40: If Arand A, are disjoint And v (x, y, A) € E edge ‘e’ n+l
exists, such that e=(An[x], Ar [y] € GE & v(e) = A
And there exists no additional edge Then
41: Anew = Ar+ Ar. D>The instances are concatenated n+1
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42. Save Anew € Local-Memory n+1
43: For Each Descendant-Node n (n+1)(n+2)
44. If n is Edge-Sgraph-Monitor Then (n+1)(n+1)
45: Call Edge-Sgraph-Monitor (Anew) (n+1)(n+1)
46: End If
47. If n is M-Model-Node Then (n+1)(n+1)
48: Call M-Model-Node (Anew) (n+1)(n+1)
49: End If
50: End Inner For Loop
51: End If
52: End Outer For Loop
53:  EndIf

instance Arr) > Storing Model 1

1
Print the new instance Ar 0T the Model M

e BCKDEMIC SOLUTIONS

gorithms Complexities

In order to theoretically show the comparison of both Matrix-Based and Graph-Based
policy change detection algorithms, the complexities are computed and shown in Table
4.1 and Table 4.2, respectively. Both tables show that complexity in constant numbers
of Graph-Based approach is lesser as compared to Matrix-Based approach. It is also
noted that Graph-Based approach utilizes complex network policies based on real time
network traces using high level names instead of low-level destination IP addresses and
add more policy constructs like, source, destination, protocol and ports. It then
represents and formalizes these policies via multi-attributed graphs along with
removing conflicts and overlapping for efficient handling of network policy change
mechanism. However, the worst case complexity still remains same even by

formalizing complex network policies and more policy constructs which is good.
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455 Checking the Flow Rules that Violate New Policies

In case of detection of policy change at time t», the controller searches all flow rules
that are installed by the policy at time t1 from all the switches on the basis of shortest
path between source and destination. Controller keeps policies in Hash Table Keys and
forwarding rule along with path in respective bucket/slot. When bucket/slot is traversed
to check flow rules installed by the conflicting policy, it returns all paths along with
flow rules. If source and destination are matched with a flow rule in a switch flow table

then respective flow rule is deleted as per section 4.5.6.
4.5.6 Deleting Flow Rules that Violate New Policies

As per policy violation mechanism in section 4.5.5, the controller starts flow rules
deletion proc es over switches in the path and forwards a flow deletion
tion message (OFPFC_DELETE) [213] and appends

rule deletion from switch flow table.

stalling Flow New Policies

towris oo bV o2 el TIGIN'S

installs flow rules on sy

itches along the path via flow table modification message

(OFPFC_APD b mechanism helps to minimize packet violation percentage

fency by increasing successful packet delivery and network

throughput.

4.6 Summary

In this chapter, we have discussed proposed solutions of the identified research problem
with the help of diagrams. The proposed solutions consist of two approaches and these
are matrix-based policy change detection and implementation, called ‘EPE’ and graph-
based policy change detection and implementation, called ‘GPE’ for the efficient
handling of network policy change at controller. In addition, we have represented
network policies in 5 tuple based on EPE approach and traverse these policies via
matrices for policy change detection. Furthermore, we have taken complex network

policies from a campus area network, represented these policies in 6 tuple and
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constructed multi-attributed graphs with the help of PGA for policy composition and
change detection process. Moreover, we have shown hash table data structure
implementation for caching flow rules at controller in both proposed approaches based
on destination IP addresses and complex network policies. Additionally, we have
presented algorithms for network policy change detection and calculated complexity
of each algorithm. Finally, we have presented the mechanism to detect and delete the
conflicting flow rules and installing new flow rules along the shortest path between
source and destination based on changed network policies.

ACADEMIC SOLUTIONS
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Chapter 5

Its and Discussion
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5.1 Introduction

Chapter 5 comprises results and discussion of the proposed approaches for policy
change detection and implementation. Section 5.2 consists of matrix based proposed
solution by analyzing experimental results as compared to the existing approaches
[52,58]. In section 5.3, a graph based approach is proposed to handle network policy
change at controller and flow rules management at data plane. Table 5.1 shows list of

software used during simulation modeling.

Table 5.1: Software used in Simulation and Modeling

Software Operation Version
Mininet [30] Network Emulator 2.2.0
Controller Beta

Version 10, 64 Bit
st OS 16.01 LTS
witch OVS 2.8.0

e Virtual Box [105] Virtualization Platform Version 10, 64 Bit
BEMIec SOLUTIO

For this research work, Mininet Network Emulator [30] and POX [31] SDN Controller
are chosen for the simulation of the network scenario which is set up in python on HP
ProBook 4540s machine with an Intel Core i3-3110M, 2.4 GHz speed and 8 GB of
RAM, running 64-bit Ubuntu Linux 16.01 LTS. A Network Topology is created in
Mininet 2.2.0 by adding and configuring hosts, links, OpenFlow Soft Switches (OVS
2.8.0) which supports OpenFlow 1.3 and higher versions, and POX SDN controller.
This topology is randomly generated which is calculated via uniform random function.
Network Topology is created with the help of this program which consists of 20 hosts,
10 OpenFlow Soft Switches and POX SDN Controller. During this research, 1,000 to
80,000 packets are transmitted based on different network scenarios for performance

evaluation. The details of simulation parameters are enlisted in Table 5.2.
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Table 5.2: Simulation Parameters of Proposed Approaches

Parameter Value
Network topology Custom and random topology based on number of links and
nodes

Number of switches | 3-30

Number of links 10-300
Number of Policies 1-20
Number of Packets 1,000-80,000

Packet Size 64 KB
Bandwidth 10 Gbps
Simulation time 100 Seconds

earch, each OpenFlow soft switch is connected to two
hosts to switches, switches to switches and switches
Ss. The total simulation time in this experimental

is set to 100

S. Moreover, the performance of Matrix-Based Proposed Approach called ‘EPE’

s ACADEMIE-SOLUTHONS

are used for performance

ich is selected randomly for the fair analysis of

rates, freque change and timeout value of flow rules from Controller

a) Packet Violation Percentage
Packet Violation Percentage (PVP) is the total number of packets that violate the policy to
the total number of packets initiated at source nodes.

b) Normalized Overhead
Normalized Overhead (NOH) is the total number of transmissions in the network
divided by total number of packets received successfully at destination nodes as per
policy.

¢) Successful Packet Delivery
Successful Packet Delivery (SPD) is the percentage of total number of packets that
are delivered as per policy to the total number of packets initiated from source

nodes.
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d) Network Throughput
Network Throughput (NTP) is the number of packets per second delivered
successfully to the destination as per policy.

5.2.1 Simulation Results by Varying Network Policy at Different Time Instances

The simulation results are based on static and dynamic parameters. The static
parameters include frequency of policy change, which is chosen as 4, data rate is chosen
as 4 packets per second and hard timeout is set to 30 seconds. The dynamic parameter
is chosen as time instance of policy change and it is randomly changed at 10 seconds(s),
20s, 30s, 40s, 50s, 60s, 70s and 80s. Based on the above parameters, simulation was

run, and results are shown in Figure 5.1.

Figure 5 i Which EPE is lower than the existing approaches [52,58]

bserved that in existing approaches [52,58] there is
icy change, as it has no mechanism to detect policy
ow rules that are already installed at switches. But
of EPE, a mechanism to detect policy change and flow rule installation is

emented n R CADERAICSOLUTIONS

controller, and whenever this approach fin change In pollcy, controller

violation percentage.

The EPE approach incurs some traffic overheads due to the addition and deletion of
flow rules from control plane to data plane in case of network policy change. However,
this traffic overhead is minimized in proposed approach by adding and deleting only
those flow rules that are affected by the changed policy. Figure 5.1 (b) shows
normalized overhead ratio is quite low in EPE as compared to the existing approaches
[52,58]. This is due to the fact that number of packet violations are decreased due to
the efficient detection of policy change and automatic flow rules installation according
to the changed policy. So, normalized overhead ratio also decreases in case of EPE as

compared to existing approaches [52,58].
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Successful Packet Delivery at Different Time Instances
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Figure 5.1: Simulation Results by Varying Network Policy at Different Time

Instances
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Simulation results in Figure 5.1 (c) show that EPE provides better SPD percentage
because of policy change detection mechanism which auto detects policy change,
deletes conflicting flow rules and installs new flow rules as per changed policies.
However, no such policy change detection mechanism exists in existing approaches
[52,58] due to which successful packet delivery suffers. The results show that SPD
remains consistent in case of EPE, however, it is not consistent in case of existing
approaches [52,58] and depends on time instance of policy change. Similarly, the
network throughput is much better in case of our proposed approach as compared to
the existing approaches [52,58] at all time instances of policy change as shown in
Figure 5.1 (d).

5.2.2 Simulation Results by Varying Data Rate

In this si meters are set as: time instance of policy change to 50

ge to 4, hard Timeout to 30 seconds and dynamic

5, 6, 7 and 8 packets per second.

tion results as shown in Figure 5.2 (a) indicate that packet violation percentage

A ADEMIC SOLUTIONS

delivered to the invalid interfaces during th ition of new flow rules at

data plane from the gentroller on network policy change. Moreover, in existing

iolation percentage also increases with the increase in data
oW that EPE provides better results as compared to the existing
approaches [52,58] with respect to packet violation percentage. Figure 5.2 (b) shows
that normalized overhead ratio increases with the increase in data rate because more
packet violations occur due to the increase in data rate in both approaches. However,
in case of EPE normalized overhead ratio is quite low due to the better successful

delivery percentage.

Simulation results in Figure 5.2 (c) show that SPD in case of existing approaches
[52,58] decreases with the increase in data rate because greater number of packets
violate the policy. However, in case of EPE, SPD is much better and remains consistent
due to the efficient detection of policy change implementation process. In addition, it

is also noted that by varying data rate, SPD always remains better in case of EPE as
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compared to the existing approaches [52,58]. Similarly, the results in Figure 5.2 (d)
show that network throughput is much better as compared to the existing approaches

[52,58] by varying data rates.

Packet Violation Percentage by Varving Data Rate
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Successful Packet Delivery by Varving Data Rate
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Figure 5.2: Simulation Results by Varying Data Rates
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5.2.3 Simulation Results by Varying Frequency of Policy Change

In this simulation, static parameters are set as: hard timeout to 30 seconds, data rate to
4 packets per second, time instance of policy change to 50 seconds and variable
parameter is frequency of policy changeto 1, 2, 3,4, 5, 6, 7 and 8.

The results in Figure 5.3 (a) show that packet violation percentage increases when the
policy changes frequently in both approaches (i.e. in EPE and existing approaches
[52,58]). The packet violation percentage of existing approaches [52,58] is higher if
policy change occurs at earlier instance of time and is lower in case of policy change
at later instance of time. However, in case of EPE there is no impact of earlier or later
change of policy. It is also noted that there is linear impact of frequency of policy

change in case of ut in case of existing approaches [52,58] it is totally dependent

s with the increase in frequency of policy change

e higher packet io in EPE approach as shown in Figure 5.3 (b).

ever, in case of existin

roaches [5 58] |t ndsu on time instance of policy
change, that is, it |s Al I_Qiu th@ N S

Simulation results in Fi

decreases with the increase in frequency of policy change.
D percentage remains consistently greater due to the
efficient detection of policy change implementation process. Similarly, it is also
observed from simulation results that network throughput is much better in case of EPE
as compared to existing approaches [52,58] as shown in Figure 5.3 (d). It is due to the
fact that less packet violations occur due to the efficient handling of network policy
change mechanism which results in increasing SPD percentage and ultimately network
throughput increases. It clearly indicates that it greatly enhances network efficiency

and correctness.
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Figure 5.3: Simulation Results by Varying Frequency of Policy Change
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5.2.4 Simulation Results by Varying Timeout Value

The static parameters in this simulation are: time instance of policy change which is set
to 50 seconds, frequency of policy change is set to 4, data rate is set to 4 packets per
seconds, and dynamic parameter is flow timeout value which is set to 20, 30, 40, 50,
60, 70 and 80 seconds.

Figure 5.4 (a) demonstrates that simulation results based on varying timeout values
which show that packet violation percentage in existing approaches [52,58] increases
with the increase of timeout value. This is due to the reason that more packets are
delivered to invalid hosts due to already installed flow rules on the switches along the
path for the longer period of time. Therefore, with the increase in timeout value packet

violations are als eased. However, in case of EPE, packet violation percentage

use EPE detects policy change and then purges the
could be affected by the change in policy. Thus, EPE
that timeout value is set to optimum level to avoid

lations. In addit elps to avoid congestion over the network due to

nstallation of flow rules at the switches. The normalized overhead increases with

e increase in valudB el DEML@ SQOLATHONS

violate policy at higher ti

whether timges

onsistent a

due to handling more packet-in messages at lower flow timeout values.

Simulation results in Figure 5.4 (c) show that SPD increases with the increase in
timeout value and remains consistent in case of EPE. However, in case of existing
approaches [52,58] SPD continuously decreases with the increase in timeout value due
to more packet violations. This is because with the increase in timeout value, the flow
rules remain in flow table of switches for more time which results in more violations
in case of policy change. Similarly, the simulation results by varying timeout values
show that network throughput in case of EPE remains consistent and better as compared
to the existing approaches [52,58] as shown in Figure 5.4 (d) due to effective

implementation of policy change mechanism.
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Packet Violation Percentage by Varving Timeout Value
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Successful Packet Delivery by Varving Timeout Value
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Figure 5.4: Simulation Results Based on Variation in Timeout Value

121



For experimentation and analysis of proposed solutions, different performance metrics
are utilized. The results based on first proposed approach EPE show that the Packet
Violation Percentage is reduced up to 99.8%, Successful Packet Delivery Percentage
IS increased up to 98%, Normalized Overhead Ratio is decreased 88.8% and Network
Throughput is increased up to 99.8% as compared to existing approaches [52,58]. The
simulation results show that the proposed approach helps to implement network policy
change mechanism in an effective way which results in increasing the network

performance and efficiency.
5.3 Experimental Results of Graph-Based Proposed Approach

For this research, Mininet [30] SDN Network Emulator and POX SDN controller [31]
i mentation and analysis of proposed network scenario. This
Probook 450 G5 with Intel Core i5-8250U CPU@
d 1TB Sata HDD, running Linux operating system,

are chosen for

ation is written in python to be executed on POX

r for the analysis

ork topology is aeveL:E)eE wﬁrgmlﬁ/ a%dﬁ fiquring haosts,
links, open-flow so po f U‘:rcflxé N S

versions, and POX SDN controller.

osed solution. For the analysis of this research,

fair an of the solution, network topology of an educational institute
is opted. For this purpose, 9 OpenFlow soft switches and 30 hosts are added along with
one SDN POX controller. Moreover, 1,000 to 80,000 packets are transmitted randomly
from different sources to various destinations based on the network topology and
network policies. The total simulation time of experimental evaluation is set to 100
seconds which is selected randomly for the fair analysis of results. The proposed
approach ‘GPE’ is analyzed with ‘EPE’ approach with the help of following
parameters, by varying frequency of policy change, packet transmission rate and
timeout value.
a) Policy Change Detection Time

Policy Change Detection Time (PCDT) is the time taken by the controller to detect

change in network policies and to delete the flow rules from the data plane that
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conflict with new policy. This is because the proposed approach attempts to reduce
the computation time of policy change detection.

b) Packet Violation Percentage
Packet Violation Percentage (PVP) is the percentage of total number of packets that
violate the policy to the total number of packets initiated from source nodes. This
parameter will show that how the reduced computation time for policy change
detection significantly impacts the number of packets violating the policies.

c) Successful Packet Delivery
Successful Packet Delivery (SPD) is the percentage of total number of packets that
are delivered as per policy to the total number of packets initiated from source
nodes.

d) Normalized Overhead

Norm NOH) is the total number of packets transmitted from

| number of packets received successfully at the
cy. The significance of this parameter is that this

the traffic overhead by deleting the flow rules

alled at the switches that viOldte the new policy and install the new flow rules

sk A DEMIC SOLUTIONS

e) Average End-t

Average End-to-EndRelay (AED) is the time taken by a packet traversing from the

source gtination host. The average delay is calculated for all the

pred packets at destination hosts as per network policies. By
presenting the policies in multi-attributed graph and detecting the policy change
through graph matching, the significance improvement of proposed approach is
shown by analyzing the average end-to-end delay.

f) Average Verification Time
Average Verification Time (AVT) is the time taken by the controller to interpret
and detect change in network policies.

g) Network Throughput

Network Throughput (NTP) is the number of packets per second delivered successfully to

the destination as per policy.
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5.3.1 Simulation Results by Varying Frequency of Policy Change

The simulation results are based on static and dynamic parameters. The static
parameters include packet transmission rate that is set to 0.6 milliseconds (ms) and
default time-out value of flow rules are set. The dynamic parameter is chosen as
frequency of policy change, that is chosen as 1, 2, 3, 4, 5, 6, 7 and 8 policies, which
changes randomly. Based on the above parameters, simulation was run, and results are

shown in Figure 5.5.

The simulation results by varying frequency of policy change are shown in Figure 5.5
(a) which indicate that PCDT in case of EPE is always greater than GPE, especially at
higher frequency of policy change. It is also observed that in EPE, PCDT increases

abruptly, while i it increases gradually at higher rate of policy change. It is due

nts policy change mechanism earlier than EPE. Figure
GPE is always less than its competitor EPE due to

ions during policy change implementation process.

ts indicate that s well at all frequencies of policy change and are

better at its higher rates. It reflects that GPE can be more beneficial in data center

and campus networAG ACDEMI”G afsl@ilhﬁlﬂ&q;‘l@ N S

lower SPD percentage at all frequencies of policy change. This is due to that the

detection of policy change mechanism is quite efficient in case of GPE and accordingly
old flow rules are deleted and new flow rules are computed/installed at data plane in a
very effective manner. So, GPE can be implemented in a network where higher reliable
communication is desired. Figure 5.5 (d) shows that NOH is increasing with the
increase in policy change frequency in both approaches. However, the GPE provides
lower NOH throughout the simulation due to higher SPD percentage. Figure 5.5 (e)
reflects that AED in case of GPE is always less than EPE. This is due to the fast
detection of policy change with the help of multi-attributed graphs. Simulation results
show that GPE performs well at all frequencies of policy change. However, AED at
higher frequencies of policy change is higher due to the greater policy change detection

time of multiple policies in addition to installation and deletion of more flow rules.
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Figure 5.5 (f) represents that AVT increases by varying greater number of policies due
to the verification of greater number of policies. However, it is clear that GPE detects
and verifies policy change in less amount of time as compared to its competitor EPE.
Simulation results based on varying frequency of policy change as shown in Figure 5.5
(9) indicate that GPE provides much better network throughput as compared to EPE.
This is due to the better handling of network policy change via graph-based abstractions

and fast detection of policy change via multi-attributed graphs.
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Packet Violation Percentage by Varyving Frequency of Policy Change
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Normalized Overhead Ratio by Varying Frequency of Policy Change
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Average Verification Time by Varying Frequency of Policy Change
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5.3.2 Simulation Results by Varying Packet Transmission Rate

To see the results by varying the packet transmission rate, the static parameters include;
the frequency of policy change is set to 5 and default timeout values of flow rule on
data plane are set. The dynamic parameter is chosen as packet transmission rate that is
set to 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7 and 0.8 ms randomly. Based on the above

parameters, simulation was run, and results are shown in Figure 5.6.

Figure 5.6 (a) shows simulation results with respect to PCDT by varying packet
transmission rate. The results indicate that by decreasing packet transmission rate of
source hosts, PCDT is much lower in case of GPE as compared to EPE. This is due to
the fact that GPE detects policy change more efficiently as compared to EPE.

Moreover, by d ing the packet transmission rate, PCDT decreases in both

decreasing the packet transmission rate, a smaller
the controller, thus, the controller has more free time
b) shows PVP increases with the decrease in packet
ion rate in both he reason is that the chances of flow rules expiry
ase, hence, more new flow rules arrive at the con tly the

troller, and subsequen
s compacir G D EMIG SOLUTIGNS

clear that with this decrease-

etwork policies as compared to EPE. The logic for this is
e toeetect the policy change as compared to EPE.

Figure 5.6 (c) shows SPD percentage is consistently better in case of GPE as compared
to EPE by varying packet transmission rate. This is due to the reason that GPE detects
and implements the network policy change mechanism early. This in turn results in
larger value of SPD. It is also noted that GPE is quite consistent in case of high data
rate, however, EPE is not consistent and more packet violations occur in case of high
data rate. Figure 5.6 (d) shows that NOH is decreasing with the increase in packet
transmission rate. However, GPE provides lower NOH due to the less percentage of
packet violation. Figure 5.6 (e) shows lower AED in case of GPE, due to its lesser
policy change detection time as compared to EPE by varying packet transmission rate.

The reason is that flow rules computed as per changed policy along with their
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installation at data plane and deletion of old rules as per old policy takes less time in
case of GPE as compared EPE.

Figure 5.6 (f) represents that AVT in case of GPE is relatively lower due to its graph-
based policy verification and detection as compared to EPE. The results indicate that,
varying packet transmission rate between source and destination also affect AVT.
However, it is quite clear from the results that GPE provides less AVT as compared to
EPE. The simulation results as shown in Figure 5.6 (g) indicate that NTP remains better
by varying packet transmission rate in case of GPE as compared to EPE which is due
to the fact that smaller number of packets delivered to invalid interfaces during policy
change process. It shows that GPE is quite effective in communication networks where
frequent change in network policies occur.
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Packet Violation Percentage by Varying Packet Transmission Rate
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Normalized Overhead Ratio by Varying Packet Transmission Rate
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Average Verification Time by Varying Packet Transmission Rate
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Figure 5.6: Simulation Results by Varying Packet Transmission Rate
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5.3.3 Simulation Results by Varying Timeout Value

To see the results by varying timeout value of flow rule, the static parameters include;
the frequency of policy change is set to 5, packet transmission rate is set to 0.6 ms and
dynamic parameter is chosen as flow rule timeout value which is set to 2, 5, 10, 15, 20,
25, 30, and 35 seconds randomly. Based on the above parameters, simulation was run,

and results are shown in Figure 5.7.

Figure 5.7 (a) shows that PCDT is quite less at all timeout values in GPE as compared
to EPE. It is due to the graph based implementation mechanism of GPE which takes
less amount of time during the policy change detection process as compared to EPE
which takes larger time during comparing of different matrices. It is also noted that

PCDT is increasi ith the decrease in timeout values due to the large number of flow

ks due to that the flow rules expire early, and packet-in
overhead at controller to install flow rules. Figure
with the increase in flow rule timeout value. This
, the flow rules remain in flow table of switches

ore time which results in more packet violations in case of poIiCj change. In

cation, tre ooy oM b BN Gire S G AT

NS

are substantial due to lessti .
ains low as compared to EPE throughout the simulation

Figure 5.7 (c) shows that SPD percentage is consistently better in case of GPE as
compared to the EPE by varying timeout value. The reason for better SPD percentage
in case of GPE is that it reduces packet violations which are substantial in case of EPE
due to the late detection of policy change. In addition, there is effect of varying timeout
value on SPD percentage which increases with the decrease in timeout value due to the
lesser flow rule time in flow table of switches and vice versa. Figure 5.7 (d) shows that
NOH ratio decreases with the decrease in timeout value and vice versa. In addition, it
is noted that GPE provides lower NOH ratio due to the less percentage of packet

violations at all timeout values as compared EPE.
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Figure 5.7 (e) shows lower AED in case of GPE as compared to EPE at all timeout
values. Although AED increases with the decrease in timeout value, however, it is
noted that it remains low in case of GPE as compared to its competitor EPE. This is
due to the lower overhead at controller in case of high timeout values, because the
controller has to install, delete and verify fewer number of flow rules as per network
policies. Figure 5.7 (f) represents that AVT in case of GPE is much lower than EPE
due to its efficient policy change detection and verification mechanism. The simulation
results show that flow rule timeout value affects AVT as the controller has to
implement and process more Packet-In messages from end hosts in case of less timeout
values of flow rules due to the expiry of flow rules in flow tables of switches. However,
from simulation results, it is quite clear that GPE provides less AVT as compared to
EPE at all flow timeout values. Simulation results in Figure 5.7 (g) show that GPE

provides b ared to EPE by varying flow timeout value due to the

cket violation percentage.

Policy Change Detection Time by Varving Timeout Value

ONS

Policy Change Detection Time in Milliseconds

T
80 .
60 - .
40+ ]
20+ .
|:| | | 1 | 1 |
0 5 10 15 20 25 30 35

Timeout Value in Seconds

(a) Policy Change Detection Time

135



Facket Wiolation Percentage

=successhul Packet Delivery Percentage

Packet Violation Percentage by Varving Timeout Value
1{] ! ! ! ! ! !

o
T

{] | | |
10 15 20 25 30 35

Timeout Value in Seconds

o]
L

ket Violation Percentage

Successful Packet Delivery by Varying Timeout Value

T T T T ]
—8— GPE
—&— EPE

98 -

96 -

94 -

92 -

a0 L 1 1 L L L

0 b 10 15 20 25 30 35

Timeout Value in Seconds

(c) Successful Packet Delivery

136



Normalized Overhead Ratio By Varving Timeout Value
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Average Verification Time by Varving Timeout Value
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Figure 5.7: Simulation Results by Varying Timeout Value
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5.3.4 Simulation Results by Varying Number of Switches

To analyze the results by varying number of switches in our network topology, the
static parameters include; the frequency of policy change is set to 5, packet
transmission rate is set to 0.6 ms, flow rule timeout value is set to default and dynamic
parameter is chosen as number of switches which is set to 1, 2, 3, 4, 5, 6, 7, and 8
randomly. Based on the above parameters, simulation was run, and results are shown

in Figure 5.8.

Figure 5.8 (a) shows that PVP is quite less in GPE as compared to EPE by varying
number of switches in our network topology to analyze the effectiveness of our
proposed approaches in denser and less denser networks. The reason of less packet

violations in GP due to the effective policy implementation mechanism as

s in lesser packet violations by varying number of
at SPD percentage is consistently better in case of
rying number of switches. Therefore, our proposed

can be impleme ely in denser as well as in less denser networks.

e 5.8 (c) shows that NOH ratio decreases with the decrease in number of switches

d vice vesa o A M G @ LASTAINS

installation/deletion of

parameter i h lesser number of switches, the network is less dense and

ss computations to perform that results in faster
installation and deletion of flow rules. So, overall normalized overhead ratio decreases
in less dense networks. However, this impact will be less in controller with high

computation power.

Figure 5.8 (d) indicates lower AED in case of GPE as compared to EPE in less as well
as in more dense networks. The AED is increasing with the increase in number of
switches and vice versa. It is due to the longer communication path in dense networks
as compared to less dense networks. Figure 5.8 (e) represents that AVT is lower in less
dense networks due to the reduced computations at controller. It is because there are a
smaller number of switches, links and hosts which results in shorter communication
path between source and destination. As a result, there is less computation time at

controller to detect and implement network policy change. It is however noted that GPE
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remains lower as compared to EPE in less and more dense networks. The simulation
results in Figure 5.8 (f) show that GPE provides better NTP as compared to EPE by
varying number of switches due to the better SPD percentage and less packet violation
percentage.
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Normalized Overhead by Varying Number of Switches
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Average Verification Time by Varving Number of Switches
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Figure 5.8: Simulation Results by Varying Number of Switches
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54  Analysis of Proposed Approaches by Utilizing Reactive and Proactive Flow
Rule Installation Mechanisms

To analyze the performance of our proposed approaches (GPE and EPE) by utilizing
reactive and proactive flow rule installation mechanisms, the Mininet SDN Emulator
[30] and POX SDN controller [31] are used. In addition, HP Probook 450 G5 with Intel
Core i5-8250U CPU@ 1.60 Ghz (8 CPUs), 8GB RAM and 1TB SATA HDD, running
Linux operating system, Ubuntu 16.04 is utilized. The proposed application is written
in python to be executed on POX controller. For performance analysis, the network
topology is developed in Mininet 2.2 EEL by adding and configuring hosts, links, open-
flow soft switches (OVS 2.5.2) which supports open flow 1.3 and higher versions, and
POX SDN controller. In this research, the network topology and policies of an
educational institute are used. The network comprises 9 OpenFlow soft switches and
one SDN POX controller. Moreover, 1,000 to 80,000

from different sources to various destinations based

etwork policies. The total simulation time of
seconds which is selected randomly for the fair

Cao ot e NCADEMIC SOLYTIONS

normalized overhead ra

eters, by varying frequency of policy change, packet

rule timeout values.
5.4.1 Simulation Results by Varying Frequency of Policy Change

The simulation results are based on static and dynamic parameters. The static
parameters include packet transmission rate that is set to 0.6 milliseconds (ms) and
default time-out value of flow rules are set. The dynamic parameter is chosen as
frequency of policy change, that is chosen as 1, 2, 3, 4, 5, 6, 7 and 8 policies, which
changes randomly. Based on the above parameters, simulation was run, and results are

shown in Figure 5.9.

In proactive flow rule installation mechanism, the flow rules are installed prior to the
communication as per network policies. When the network policy change triggers, the

proactive flow rule installation mechanism has high impact on the reconfiguration of
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forwarding devices. To comply with the change in network policies, switches require
more control transmission for the installation, deletion or modification of already
installed flow rules. Specifically, the n™ order flow rules placement (computing and
deploying the flow rule entries for all sources and destinations of a certain policy) make
switches more resource hunger in proactive flow rule installation mechanism.
Dynamically policy change in proactive and reactive flow rules installation mechanism
depends on the semantical reconfiguration of the reachability graph and number of
policies. The proactive approach may also require disconnection of network services at
a discrete-time interval to handle the exponential flux of network policies. The results
also show substantial packet violation percentage in case of proactive as compared to
reactive as shown in Figure 5.9 (a). Similarly, the successful packet delivery percentage
and network throughput decreases with the increase in frequency of network policy

in proactive as compared to reactive flow rule installation

respectively. Finally, the normalized overhead ratio
jve as compared to reactive flow rule installation as
re computation overhead in case of policy change.
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Network Throughput by Varving Frequency of
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5.4.2 Simulation R

Network Throughput in Megabits Per Second

by Varying Packet Transmission Rate

arying packet transmission rate, the static parameters
include; frequency of policy change is set to 5 and default timeout values of flow rule
are set. The dynamic parameter is chosen as packet transmission rate that is set to 0.1,
0.2,0.3,0.4,0.5, 0.6, 0.7 and 0.8 ms randomly. Based on these parameters, simulation

was run and results are shown in Figure 5.10.

Figure 5.10 shows simulation results by varying packet transmission rate. The results
indicate that by decreasing packet transmission rate, a smaller number of packet
violations occur in case of reactive as compared to proactive flow installation as shown
in Figure 5.10 (a). Similarly, the successful packet delivery percentage and network
throughput increases with the decrease in packet transmission rate in both reactive and

proactive flow rule installation. However, reactive flow rule installation by varying
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frequency of policy change performs well due to its efficient policy change detection
and implementation mechanism. This because a smaller number of packets violating
the network policy during implementation of policy change mechanism as shown in
Figure 5.10 (b) and 5.10 (d). The normalized overhead ratio is also better in reactive
due to the smaller number of flow rules installation, deletion and modification in case
of reactive as compared to proactive flow rule installation as shown in Figure 5.10 (c).
This is due to the fact that reactive has less overhead ratio of flow rule installation due
to the selective flow rules of only those policies for which communication is desired.
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Success Packet Delivery by Varving
Packet Transmission Rate
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5.4.3 Simulgtion R by Varying Timeout Value

ying timeout value of flow rules, the static parameters include;
frequency of policy change which is set to 5, packet transmission rate is set to 0.6 ms
and dynamic parameter is chosen as flow rule timeout value which is set to 2, 5,10, 15,
20, 25, 30, and 35 seconds randomly. Based on the above parameters, simulation was

run, and results are shown in Figure 5.11.

By varying timeout values of flow rules, it impacts the packet violations. As shown in
Figure 5.11 (a), the packet violation percentage increases with the increase in timeout
value. It is due to the fact that flow rules remain in flow tables of switches with greater
time and due to the proactive mechanism, these flow rules are installed in advance. So,
in case of policy change more packet violations occur as compared to reactive

mechanism. Moreover, the lookup time of flow rules in case of policy change also
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increases along with the increase in deletion of old and installation of new flow rules
in proactive flow rule installation. All these factors result in increased number of packet
violations in case of proactive as compared to reactive. In addition, the successful
packet delivery percentage and network throughput decreases in case of proactive as
compared to reactive as shown in Figure 5.11 (b) and (d). Finally, the normalized
overhead ratio of proactive flow rules installation is greater than reactive due to the
addition and deletion of more flow rules as compared to reactive as shown in Figure
5.11 (c). It is because in proactive flow rule installation there are flow rules which

installed but never used during communication which resultantly incur additional

overhead.
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Successful Packet Delivery by Varving
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Network Throughput by Varving Timeout value
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5.11: Simulation Re Varying Timeout Value

ormalized Overhead Ratio, Average End-to-End Delay and
Average Verification Time. In addition, we discussed these results by comparing with
the existing approaches [52,58]. The simulation results based on GPE proposed
approach indicate that Policy Change Detection Time is decreased up to 80%, Packet
Violation Percentage minimized to 82%, Successful Packet Delivery Percentage
increased to 12%, Normalized Overhead Ratio decreased to 13%, Average End-to-End
Delay reduced to 23%, Average Verification Time reduced to 77% and Network
Throughput is increased up to 14.3% as compared to EPE by varying frequency of
policy change, data rate, flow timeout value and number of switches. The simulation
results show that the proposed approaches help to implement network policy change
mechanism in an effective manner which result in increasing network performance and

efficiency.
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6.1 Conclusion

This research work proposes two novel approaches (EPE and GPE) to handle network
policy change mechanism in SDN. The EPE approach detects network policy change
via matrices based on destination IP addresses and GPE with the help of multi-
attributed graphs based on high level names, port number and transport layer protocols.
Both proposed approaches detect policy change automatically and compute flow rules
as per new policies along with the shortest path between source and destination. In
addition, these approaches delete old installed flow rules from the switches that conflict
with the changed policies and install new flow rules along the shortest path. Moreover,
the computed flow rules are cached at controller in hash table data structure which help
to track flow rules in an efficient way whenever policy change event occurs. In

proposed is research work, the network policies are represented in 5

ands in case of EPE and 6 tuple via high level

perimentation and analysis Of Proposed Approaches, different performance

e sl oA 1S D DI TIINS

the Packet Violation Percentage is reduced to 99.8%,

approach EPE show

Successful @ De

Ratio Based up-th 88
compared to existing approaches [52,58]. Moreover, the simulation results based on

Percentage is increased up to 98%, Normalized Overhead

3% and Network Throughput is increased up to 99.8% as

second proposed approach GPE indicate that Policy Change Detection Time is
decreased up to 80%, Packet Violation Percentage minimized to 82%, Successful
Packet Delivery Percentage increased to 12%, Normalized Overhead Ratio decreased
to 13%, Average End-to-End Delay reduced to 23%, Average Verification Time
reduced to 77% and Network Throughput is increased up to 14.3% as compared to EPE
by varying policy change frequency, data rates and flow timeout values. The simulation
results show that proposed approaches help to implement network policy change

mechanism in an effective way which results in increasing the network efficiency.
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6.2 Future Work

Our research work can be extended in multiple ways. The network policy change
mechanism can be analyzed by utilizing link/node failures to calculate the optimum
path for flow rule installation. The link/node failures occur frequently in
communication networks which result in modifying network topology and policies.
Due to the delay in implementing network policies as per changed network topology
cause packet violations. PrePass-Flow [226] predicts link failures in advance by
recomputing the locations of network policies. Moreover, it installs flow rules based
on recomputed location as per network policies proactively. In this way, it helps to
minimize packet violations and network reachability problems in case of link failures.
It utilizes two supervised ML-based models, Logistic Regression (LR) model and

Support Vect ke (SVM) model to predict link failures. By implementing such

roposed approaches will help to improve network
ition, in SDN Policy Languages, Controller Platforms
e network policy change mechanism can also be

istrators while implementing network policies.

Thiswork may b irde ek L EZ ML Gt SO TLQNS

network policy change mechanism. By 1mplementing this work, the network

pected in a better way and packet violations will be avoided
#goverall network performance. This work may also be
expanded to integrate it with network monitoring and debugging tools/schemes [218-
221] to analyze the effectiveness of the policy change mechanism. Furthermore, it may
also be investigated that how security applications running on SDN controller and
traditional network security protocols behave in case of network policy change. In
addition, it can be extended in implementing environments where distributed controller
platforms [222-224] need to be implemented and analyzed to investigate the network
performance. This work can be investigated with diverse implementation areas of SDN,
like, energy efficient SDN networks, wireless networks, network virtualization,
cloud computing platforms and SDN migration mechanisms. The proposed
mechanisms can be extended in hybrid SDN deployments to analyze the effectiveness

of this research work with respect to network efficiency.
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The network programmability feature of SDN is used to enrich response functionality.
The data plane provides a possibility of adding new functions that are more competent
to secure the entire network. In prevention systems, security policies are defined to stop
attackers to contact targets which require investigation once policies change. The
dynamic flow control features of SDN enhance the detection of attacks without adding
middleboxes and virtually turn switches to network security devices that can prevent
attacks dynamically. Moreover, ML-based SDN may include network optimization,
improving network security and high-quality training datasets. Some other broader
perspectives of SDN like software-defined mobile networks and software-defined
vehicular networks are also important areas to explore. Regarding QoS, the researchers
are crying out experiments with real matrix through different network topologies that
each flow may have different QoS requirements. If DROM [225] is extended with QoS

routing, m nhanced results can be generated. The QoS measures the

sification while DROM dynamically measures the
ness of QoS. The queuing delay of switches and the
ves the QoS. This can be achieved by using a more

t and effective way of ne policy implementation.

or vt oA MG QM IIQNS

improvements as compaged to the traditional traffic engineering paradigm. Many

¢

pfimizations. If network policies are formed intelligently using

ills to develop efficient systems for traffic classification,

some machine learning algorithms i.e., random forest, Support Vector Machine (SVM)
[226], K-Nearest Neighbors (KNN), etc. Apart from machine learning, deep learning
models such as Artificial Neural Network (ANN), Convolutional Neural Network
(CNN) may also be adopted. For example, if we can predict the change in network
policies before its occurrence and take the needful measures, then we can achieve much
better throughput. These approaches will make controller more intelligent which results
in more efficient handling of network policy change phenomena. Moreover, Quality of
Service (QoS) parameters also need to be considered to manage the network traffic to
improve network throughput. However, machine learning algorithms have their own
limitations, like false negative [227]. For traffic classification, most of the research
conducted so far is on labeled data set using a supervised learning approach. Few works

are done using semi-supervised learning where some of the data are labeled and some
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are not given labels. The same is the scenario with unsupervised learning. Another
important learning approach is reinforcement learning which is a black box approach
when we consider traffic classification. In this regard, algorithms can be designed to
classify the traffic data in such a way that the new classified data learns from the

experience.

We have implemented and tested our proposed approaches using Mininet [30] with
POX controller [31] and Pyretic language[11] with limited number of policies, hosts
and switches. Therefore, our proposed approaches can be used directly on those SDN
controllers which support Pyretic language. However, our proposed approaches can be
implemented in other SDN controllers which use other than Pyretic language by
mapping the network policies of such language into our format of network policies

which wi efforts. Moreover, our proposed approaches can be

ever, we were unable to implement it due to
es and network environment. The results may vary

ith large number of network policies and traffic

ions in addition to high co
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tation power of SDN controller.
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